




































































































































































Because of their cost-e ectiveness and scalability, online tutorials will be the
focus for future e orts.'*3

Industry’s Approach to Operational Resilience

The financial industry generally supports establishing a minimum level of
operational resilience across the sector but wants to be involved in developing
aregulatory approach that does not overly burden business. Because financial
institutions do not view cybersecurity or operational resilience as competitive
issues, the industry has developed a consensus-preferred approach: regula-
tions that are simple, internationally harmonized, principles-based, and risk-
based and that maximize resilience while minimizing risk. Industry has also
launched its own initiatives, mostly in the United States, to advance opera-
tional resilience.

The financial industry primarily advocates for regulatory development and
reform, including around operational resilience, through trade associations.
Some trade associations, like the EBF, align closely with specific regional
markets, whereas other trade associations, like the 1IF and the GFMA, rep-
resent institutions from all over the world. On major issues, like operational
resilience, trade associations coordinate to speak to regulators with a unified
voice.

Industry has two primary concerns about the global regulatory approach to
operational resilience. First, there is significant concern about regulatory
fragmentation. In 2016, just as regulators had begun to explore operational
resilience, a group of trade associations warned that “fragmentation would
not only impede the flow of global capital and its contribution to economic
growth, but also exacerbate the very risks regulators are trying to mitigate.”3
In the United States, industry built the “Financial Sector Cybersecurity Profile”
to help simplify compliance requirements.!*® According to the FSSCC web-
site, “The Profile is a financial services sector-specific extension of the NIST
Cybersecurity Framework (NIST CSF)—and other key guidance documents
such as [those created by the International Organization for Standardization
(ISO)] and CPMI-IOSCO—to better address the sector’s regulatory
environment.”3¢ In Europe, the EBF has warned that “harmonization of regu-
latory requirements is a standing request of the European banking sector so
as to facilitate compliance and avoid duplication and overlapping.”™’

To counter fragmentation, industry wants leadership from international
financial organizations. For example, in response to the MAS’s proposed
BCM guideline revisions, the Asia Securities Industry and Financial Markets
Association (ASIFMA) recommended that regulatory requirements be driven
by “G20, FSB and the Basel Committee.”**8 Industry’s desire for harmonization
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also explains their advocacy of a common taxonomy and their support for the
FSB’s cyber lexicon.

Second, industry is concerned about prescriptive requirements and maintains
instead that regulators should adopt risk- and principles-based approaches.
Trade associations argue that there is no “one-size-fits-all” approach and that
regulations need to be proportional to the maturity and systemic importance
of the firm. They consider risk- and principles-based approaches to be more
future-proof, whereas prescriptive requirements may become irrelevant as
technology changes.

In addition to consultation and advocacy with regulators, industry has estab-
lished sector-led initiatives focused on operational resilience, primarily in
the United States. Examples include FSARC and its UK counterpart FSCCC,
Sheltered Harbor (a subsidiary of FS-ISAC focused on consumer banking),
the Financial Sector Profile, and Quantum Dawn, a series of global sector-led
cybersecurity exercises. These initiatives not only improve firms’ resilience
but also signal to regulators that private sector interests align with those of
the public and that future regulatory requirements need not be heavy-handed.

The Growing Popularity of Exercises

Cybersecurity exercises are important for preparedness and resilience because

they help institutions think through responses to hypothetical scenarios. Exercises
about cyber incidents a ecting the financial system help supervisors and banks con-
sider possible repercussions for core bank functions, identify gaps in current re-
sponse plans, and practice crisis communication and coordination. These exercises
may vary from tabletop simulations to penetration tests. Leading financial institutions
make these exercises routine to strengthen coordination among government agen-
cies, supervisors, and the private sector. Some of the major exercises include:

e Quantum Dawn: The Quantum Dawn exercise series hosted by SIFMA dates back to
2011. Over the course of the five exercises held since then, participation has grown from
a small group of U.S. institutions to more than 180 global financial institutions as of
2019. Each exercise has simulated a di erent set of cyber incidents, but the post-event
lessons from every exercise have consistently called for better communication among
participants. Quantum Dawn V, held in 2019, simulated a targeted ransomware attack
with impacts on major banks across the globe, starting in the United States and moving



across Asia and the UK; the exercise boasted over 600 participants from 180 financial
institutions.'*® The exercise tested coordination between SIFMA, the Association for
Financial Markets in Europe (AFME), and ASIFMA.

Cyber-attack Against Payment Systems (CAPS): FS-ISAC regularly hosts CAPS, a
series of tabletop exercises, with its membership institutions. The exercise aims to help
participants prepare for attacks against their systems and processes.!4°

Exercise Cyber Star: Led by Singapore’s CSA, Exercise Cyber Star is a periodic crisis
exercise that tests the cybersecurity readiness and response capabilities of stakeholders
across Singapore’s eleven critical information infrastructure sectors, including banking
and finance.

Exercise Ra es: Jointly organized by the MAS and the ABS, this financial sector exer-
cise tests financial institutions’ business continuity and crisis management against
operational disruption scenarios. The three most recent iterations of the exercise (in
2014, 2017, and 2019) focused on cyber attack scenarios, with the most recent exercise
being held over two days and covering banking and payment service disruptions, trading
disorders, data theft, and the spreading of rumors and falsehoods on social media.

Waking Shark: The Waking Shark exercises | and Il simulated cyber attacks on the UK’s
financial sector in 2011 and 2013 respectively. Participants represented major finan-
cial institutions, financial market infrastructure providers, financial authorities, the UK
Treasury, and other government agencies.!*

SIMEX18: In 2018, as part of the SIMEX series, UK financial authorities simulated a
significant multiday cyber attack on the UK’s financial sector with participation from “29
of the most systemically important firms and financial market infrastructures.”42 The
exercise prompted a review of the sector response framework and the integration of the
FSCCC into the response framework.

Hamilton Series: The Hamilton Series consists of exercises led by the U.S. Department
of the Treasury to improve U.S. response to cyber threats within the financial sector. The
exercises include participants from both the public and the private sector to stress test
and improve public-private response strategies.**® U.S. government agencies, includ-

ing the Department of Homeland Security, regulators led by the Financial and Banking
Information Infrastructure Committee, and law enforcement participate alongside
industry partners like the Financial Services Sector Coordinating Council (FSSCC) and
FS-ISAC.!144

Resilient Shield: In 2015, the British and U.S. governments conducted one of the first
international exercises with the private sector to strengthen coordination and response
planning.14
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e UNITAS: In June 2018, the ECB hosted a market-wide crisis communication exercise,
known as UNITAS, to simulate an attack on a major financial market infrastructure.
According to the ECB, the aim was to: “(i) raise awareness of data integrity issues and the
implications for financial infrastructures; (ii) discuss how impacted financial infrastruc-
tures could cooperate and collaborate with each other and other relevant stakeholders on
a pan-European basis; and (iii) assess the need for developing external public communi-
cation strategies.”46

e G7 cybersecurity exercise: In June 2019, twenty-four financial authorities from G7
countries participated in a “major cross-border cyber-security attack on the financial
sector.”**” Some G7 countries invited private financial institutions from their jurisdictions
to participate, while others limited participation to government agencies.!4®

In 2019, the UK NCSC even published “Exercise-in-a-Box,” a free and simple online tool that
helps organizations practice responding to a cyber attack.!*® The tool uses a basic profile of
the participants’ institution and provides a tailored scenario based on the institution’s level of
cybersecurity maturity. After the exercise is completed, participants receive a summary report
with key takeaways and recommendations to improve their institution’s cyber resilience. This
could become an e ective tool for cybersecurity capacity-building enabling participants to live
and think through the implications of a cyber incident in a controlled setting.

Recommendation 1.1: Standard-setting bodies—namely the Basel
Committee on Banking Supervision (BCBS), the Committee on
Payments and Market Infrastructures (CPMI), the International
Organization of Securities Commissions (IOSCO), and the
International Association of Insurance Supervisors (IAIS)—should
continue to support initiatives to improve and align regulatory over-
sighte orts for the cybersecurity and operational resilience of finan-
cial services. This will contribute to higher quality security practices
among financial firms by reducing regulatory transaction costs and
freeing up bandwidth among firms’ cybersecurity sta .

= Supporting Action 1.1.1: The G20 should task the FSB with devel-
oping a baseline framework for the supervision of cyber risk
management at financial institutions. This framework should
leverage common risk management frameworks, such as those
advanced by the Financial Stability Institute and the Financial
Services Sector Cybersecurity Profile, as well as internationally
accepted standards for technology and risk controls.




Specific Issues Worth Highlighting: Promising
Opportunities, Urgent Topics, and Low-Hanging Fruit

FinCERTs

The ability to respond quickly and e ectively to a cyber incident is fundamen-
tal to recovery and operational resilience. CERTS and CSIRTs specialize in
response; they have been described as “digital fire brigades.™5°

Over the last twenty years, an ecosystem of CERTSs that specialize in respond-
ing to incidents in the financial system has emerged—some of which are
explicitly called “FinCERTs.”5! FinCERTs specialize in responding to cyber
incidents in financial networks, core banking systems, and payment systems.
Most FinCERTSs are operated by large banks to respond to incidents on their
internal networks. Recently, financial regulators have begun establishing their
own FinCERTS to respond to incidents within their jurisdiction. Figure 6 shows
their existence around the globe.

In addition, many national CERTs and cybersecurity agencies operate sub-
structures that specialize in financial sector cybersecurity. While the national-
level CERTs and cybersecurity agencies are o cially sector-agnostic, these
substructures often fulfill the same function as that of a standalone FinCERT:
facilitating information sharing, responding to cyber incidents, and building
public-private trust.

However, the ecosystem of FINCERTs and national substructures is frag-
mented, and cooperation occurs on an ad hoc basis. There is no sector-wide
coordinating body that connects FInCERTSs across jurisdictions or bridges the
public-private divide. (FS-ISAC is not a CERT since it does not perform inci-
dent response functions.'®2) Connecting the emerging system of FInCERTs will
likely improve global responses to rising cyber threats to the financial system.

Mapping the FinCERT Ecosystem

While there is no sector-wide coordinating body for FInCERTS, two organi-
zations—FIRST and the Task Force on Computer Security Incident Response
Teams (TF-CSIRT)—provide global platforms with the “aim of sharing infor-
mation among CSIRTs and assisting coordination during network-wide
incidents.”>® Neither have operational functions, but most FinCERTs are
members of one or both platforms.

Most FinCERTs can be categorized as either (1) CERTs operated by finan-
cial institution CERTSs, or (2) CERTSs operated by public financial authorities.
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A survey of the directories of FIRST and TF-CSIRT shows that there are at
least sixty-eight FInCERTs operating today: thirteen are public, and fifty-five
are private.

Figure 6: Countries With Public Sector FInCERTSs

Source: For a full list of FinCERTSs, see: Forum of Incident Response and Security Teams, "FIRST Teams,” accessed
September 30, 2020, https.//www.first.org/members/teams/; Trusted Introducer Service, "Directory,” Task
Force on Computer Security Incident Response Teams, accessed September 30, 2020, https://www.trusted-
introducer.org/directory/index.html.

Public Sector FinCERTs

Governments have long been operating CERTs at the national level to respond
to incidents that occur on government or commercial networks, including
networks operated by the financial industry. The EU’s NIS Directive requires
member states to establish national CSIRTs and supervise critical sectors
like the financial sector.!>* What is new is that central banks and ministries
of finance are establishing their own FinCERTS to create specialized response
and recovery capabilities for the financial sector. One advantage of housing a



FinCERT within a financial regulatory body is increased authority to request
information and data sharing from private financial institutions.!>®> Many, like
Sri Lanka’s FinCERT, were established in collaboration with private financial
institutions and trade associations.

Another example of a public-private FinCERT is the Italian CERTFin, which is
led jointly by the Bank of Italy and the Italian Banking Association. Participation
in CERTFin is open and any financial institution or service provider operating
in Italy’s financial sector can opt in.

According to its mission statement, CERTFin’s main goals are:

e “To provide prompt information regarding potential
cyber-threats that could damage banks and insurance
organizations;

e To act as Point of Contact between financial operators and
other relevant public institutions as far as cyber protection;

e To facilitate the response to large-scale security incidents;

e To support crisis management process in case of cyber
incidents;

e To cooperate with national and international institutions
and other actors, from both public and private sector, which
are involved in cyber security, by promoting the cooperation
among them; and,

= To improve cyber-security awareness and culture.”56

CERTFin coordinates incident response and acts primarily as an information
gathering center for a ected constituents. In the event of a major cyber inci-
dent, CERTFin also functions as a conduit between cybersecurity operators in
the financial sector and the Italian national CERT through a dedicated esca-
lation process. CERTFin also prioritizes operational cooperation and infor-
mation sharing with other CERTS, considering such activity “of paramount
importance.™>’

Europe has established the majority of FinCERTs. One standout example of
multilateral cooperation is the Nordic Financial CERT, operated jointly by
Sweden, Norway, Iceland, Denmark, and Finland. E orts by the ENISA and
TF-CSIRT to coordinate CERTs and CSIRTs across Europe may contribute to
the culture of collaboration in the European CERT community.’*® Additionally,
the fact that the ECB has its established CSIRT-ECB may encourage hational
central banks to create their own.
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Israel’s FINCERT: The Cyber and Finance Continuity Center (FC3)

Israel’s national FinCERT, FC3, is worth highlighting. FC3 provides specialized cybersecurity
capabilities focusing specifically on the financial ecosystem and its needs.’®® It also provides
a set of services to its customers, including information sharing, incident handling, and situ-
ational reports.

FC3 was established after a cybersecurity exercise with the country’s financial leadership
revealed “a need for integration and ‘translation’ between the financial language, the cyber
and technology language and the risk management needs.”*¢° It is co-owned and co-managed
by the Israeli Ministry of Finance and the Israeli National Cyber Directorate, which provide
expertise in the financial ecosystem and in cyber and technology, respectively. This coordi-
nation has allowed FC3 to comprehensively map Israel’s financial sector processes, systems,
and functions to improve resilience. Additional synergies are realized because FC3 is head-
quartered on the same campus as university experts and Israel Defense Forces cybersecurity
experts.

Israel’s experience establishing a national FINCERT may be instructive for other countries.
According to FC3's leadership, the following process led to the creation of the FInCERT:

1. A government directive that promoted government regulation and leadership in develop-
ing cybersecurity protection.

2. Drills for the leaders of the financial ecosystem and security agencies in identifying gaps;
these drills were also used to catalyze improved cybersecurity protection.

3. Agovernment committee that drove deeper internal processes; this committee was led by
the Ministry of Finance and brought together all of the country’s financial regulators, the
central bank, and cyber authority.

4. ldentification of the financial ecosystem players and mapping of the protection layers.

5. Definition and mapping of end-to-end financial processes.

After several months of consultation and resource mapping, the government committee
decided to disband and move directly into creating the financial CERT.!®!

The Israeli government took away valuable lessons from the process. Notably, FC3 was “the
first sectorial CERT that was created and is now part of several sectorial CERTs—each one
focuses in a di erent sector, and utilizes capabilities, knowledge and tools that are provided
by the national CERT.”®2 According to FC3 leadership, key lessons include:



e Create a workforce with experts from financial institutions, technology experts, and
managers who have experience working with the financial regulators.

e Develop additional channels for collaboration with the private sector, such as a steering
committee, conferences, and internships for financial CERT employees in private finan-
cial institutions and vice versa.

e Quickly begin using online tools for institutions to receive information and share data.

e Work incrementally: all of the financial institutions were connected voluntarily to the
financial CERT, allowing trust, value, and cooperation to emerge.

e Create an ongoing process that allows growth and empowerment in technology, people,
processes, and intelligence across financial sectors in the national and international
arenas.!®s

Recommendation 1.2: Governments (starting with the G7 and G20
Finance Ministers and Central Bank Governors) and industry should
expand and strengthen the international ecosystem of financial sec-
tor-focused computer emergency response teams (CERTS) or simi-
lar entities to stimulate public-private collaboration and strengthen
sector-specific security.

= Supporting Action 1.2.1: Governments should create a FinCERT,
either as a substructure of an already established national CSIRT
(computer security incident response team) emulating the Israeli
FInCERT or as a stand-alone entity, to strengthen the protection
of the financial sector, which is often at the forefront of regular
and novel malicious cyber activity.

* Supporting Action 1.2.2: The Forum of Incident Response and
Security Teams (FIRST) should consider creating a stand-alone
track or side event at the annual FIRST conference to deepen this
community of experts, including government FinCERTS, sta of
national CSIRTs focusing on the financial sector, and related pri-
vate sector entities. Two or more members of FIRST should also
propose a FINCERT “Special Interest Group” to the FIRST board
to create a community of interest in addition to the annual side
event. (This would be similar to the national CSIRT side event that
takes place alongside the annual FIRST conference. Appendix B
provides an overview of existing FInCERTs worldwide.)
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Sheltered Harbor

Sheltered Harbor is designed to improve the resilience of and preserve public
confidence in the U.S. financial system, specifically with respect to the integ-
rity of financial data. It functions as a fail-safe to restore financial data for
banks and customers in the event of a major disruption. The main idea is that
should a financial institution be unable to recover quickly from a cyber inci-
dent, other financial firms could jump in and continue to provide service to
a ected customers by accessing the struggling firm’s standardized, backed-
up account data through the Sheltered Harbor data vault.!64

Sheltered Harbor was conceptualized after the 2015 Hamilton Series showed
financial institutions how damaging a major data loss or disruption would be
to financial stability.!s® A group of thirty-four financial institutions, clearing
houses, core processors, and industry associations came together in 2016 to
create the initiative.'%¢ As of October 2018, Sheltered Harbor holds the data
for 70 percent of U.S. deposit accounts and 55 percent of U.S. retail brokerage
client assets.!®”

Participation in Sheltered Harbor is voluntary; member institutions must pay
minor dues and meet certain standards. In a public letter sent to financial
CEOs in May 2019, six U.S. financial trade associations called for all financial
institutions to join Sheltered Harbor, arguing that “implementing the Sheltered
Harbor standard prepares institutions to provide customers timely access to
balances and funds in such a worst-case scenario.”®

An excerpt from that public letter explains how Sheltered Harbor works:

Financial institutions back up critical customer account data
each night in the Sheltered Harbor standard format, either
managing their own secure data vault or using a participat-
ing service provider. The data vault is owned and managed
by your institution, is unchangeable, and is completely
separated from your institution’s infrastructure, including
all backups. When your institution completes the require-
ments for data vaulting, you will be awarded Sheltered
Harbor certification. This designation and accompanying
seal communicate to key audiences, such as customers,
industry peers, and regulatory agencies, that your critical
customer account data [are] protected.'®®

Regulators have received the private sector-led initiative well. For example,
two U.S. regulators, the OCC and the FDIC, promoted Sheltered Harbor to



financial institutions in a “Joint Statement on Heightened Cybersecurity Risk”
following the U.S. killing of Iranian general Qasem Soleimani.'’® Additionally,
the U.S. Federal Financial Institutions Examination Council included Sheltered
Harbor in their 2019 “IT Examination Handbook” and 2018 “Cybersecurity
Resource Guide for Financial Institutions.”"*

Recommendation 1.3: Financial authorities should prioritize increas-
ing the financial sector’s resilience against attacks targeting the
integrity of data and algorithms. Unlike incidents a ecting availabil-
ity or confidentiality, few technical mitigation solutions exist today to
mitigate the risks associated with the manipulation of the integrity of
data and algorithms. The second-order risk of undermining trust and
confidence is significant.

= Supporting Action 1.3.1: Financial authorities should encour-
age industry to join or emulate data vaulting initiatives, such as
Sheltered Harbor, to advance common standards, to better pro-
tect against data integrity attacks such as ransomware, and to
test data vaulting solutions’ e ectiveness during a crisis.

* Supporting Action 1.3.2: Considering the limitations of current
technical solutions, governments and financial authorities should
lead whole-of-society exercises, including industry, that specifi-
cally simulate cyber attacks involving the manipulation of the
integrity of data and algorithms. Such exercises should be used
to identify weaknesses, such as divergence between decision-
making timelines in financial markets versus the national secu-
rity community, and to develop action plans to better protect
against such attacks.

Exchanges and Other Financial Infrastructures

“Banks tend to have the loudest voice but governments
need to focus more on exchanges.”

—Expert at Carnegie’s FinCyber Brainstorming
Workshop in May 2020.

Financial infrastructures include FMIs (that is, payment systems, central
securities depositories, securities settlement systems, central counterpar-
ties, and trade repositories), credit rating agencies, stock exchanges, secu-
rities settlement platforms, and any other service providers deemed critical
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for the functioning of the financial sector.!”? Their systemic importance in the
financial system demands a high standard of resilience. For example, the first
internationally agreed upon guidance on cyber resilience was about FMIs,
published by CPMI-IOSCO in 2016. In 2019, the ECB published the CROE,
which provides guidance to FMIs and supervisors regarding cyber resilience
expectations.!”®

Financial infrastructure operators do have unique concerns about operational
resilience. For example, in comments to CPMI-I0SCO, the WFE raised con-
cerns about a prescriptive recovery time of two hours. As Darrell Du e and
Joshua Younger explained, “the CPMI standard for the cyber resilience of
financial market infrastructure is a two-hour recovery time, or ‘2hRTO,” but
this standard remains aspirational.”*”* There are also concerns about inde-
pendent assurance of data integrity in the event of an incident: in order to
independently assure data integrity, an FMI would need to establish a point
of reliability loss, invalidate transactions submitted after that point, and
return to the previous checkpoint. This also raises questions about whether
and to what extent legal provisions around settlement finality may need to be
updated.

Nevertheless, financial infrastructure operators seem broadly supportive of
a regulatory approach based on operational resilience, and the interests of
financial infrastructure operators typically align with those of other finan-
cial institutions. Resistant to prescriptive supervision and regulation, they
advocate for proportionality, and they are concerned about the international
harmonization of cybersecurity regulatory approaches. In a March 2020
response to the EC’s consultation, the WFEa rmed support for policymakers’
e orts “to enhance operational resilience,” but urged them to align new rules
with existing ones, as this “would be helpful in quickly realising and imple-
menting those common principles across an interconnected, global financial
services industry.””® Financial infrastructures are built on consumer trust, so
establishing a resilient financial system is also broadly in their interest. This
is especially true given the evolving threat landscape in which financial infra-
structures operate.

Threat Landscape for Exchanges and Clearing Houses

A 2013 survey by the WFE and I0SCO found that 53 percent of exchanges
surveyed reported experiencing a cyber attack in the previous year and that
89 percent of respondents considered cyber crime in securities markets to be
a systemic risk. The survey also found that attacks against exchanges tend to
be disruptive rather than profit-driven.!® This clearly di erentiates exchanges
from banks and other financial institutions: exchanges are focused on traders



and corporate clients and do not hold personal accounts that can be targeted,
as happens, for example, in carding. Instead, a DDoS campaign against the
New Zealand Stock Exchange in August 2020 led to multiday disruptions of
its operations and was a powerful reminder of the continued threat to, and
importance of, exchanges for a country’s financial sector.’’”

A string of successful profit-driven attacks—including one via the SWIFT
network against the Bangladesh Bank in 2016; one against Mexico’s inter-
bank payment network, SPEI, in 2018; and one against Banco de Chile in 2018
via international payment systems—have also focused attention on attacks
against participants within financial payments systems.!”® In 2018, SWIFT and
BAE Systems examined potential threats to foreign exchange markets, securi-
ties markets, and trade finance markets. They found that:

The cyber threat is highest in the securities markets, par-
ticularly to its Participants. This is due to the large numbers
of Participants and infrastructures in that market, the com-
plexities of their interactions, and inherent characteristics
such as long chains of custody, unstructured communica-
tions and trusted practices—all of which combine to provide
opportunities for [Advanced Persistent Threat] groups to
exploit.}’®

Profit-driven attackers usually target low-hanging fruit in emerging financial
markets, but this could change. As BAE analysts point out, attackers “might
choose to attack foreign exchange markets, trade finance, securities and
other areas, looking to make large gains in single intrusions or use persistent
access to play the market over longer periods.”®° Successful attacks against
systemically important exchanges or clearing houses would be highly com-
plex but highly profitable for malicious actors.

Politically motivated attacks that aim to disrupt exchanges and clearing houses
may also pose a systemic risk to the financial system and could create market
volatility, settlementissues, and trade inconsistencies. Disruptions to a systemi-
cally important exchange or clearing house could have cascading consequences
for the larger financial system. Attacks that call into question the integrity of an
exchange’s transactions or data could undermine trust in the financial system
and require a great deal of time, e ort, and funds to resolve.

Past examples of politically motivated disruptions include 2012 DDoS attacks
against U.S. exchanges; a 2014 data breach involving the Warsaw Stock
Exchange, reportedly carried outby agroupa liated with the self-proclaimed
Islamic State; and 2019 DDoS attacks against Hong Kong Exchanges and
Clearing Limited.'®!
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Recommendation 1.4: Governments and industry should put addi-
tional emphasis on the resilience of financial market infrastructures
(FMIs)—critically important institutions responsible for payment
systems, central counterparties, central securities depositories, or
securities settlement systems—and other service providers deemed
critical for the functioning of the financial sector, such as stock
exchanges, as successful disruptions against these entities can pose
a systemic risk and undermine confidence in the financial system.

* Supporting Action 1.4.1: Governments should use the unique capa-
bilities of their national security communities to help protect
FMIs and critical trading systems, including sharing information
about impending threats.

* Supporting Action 1.4.2: Industry groups, such as the World
Federation of Exchanges (WFE), which is a global industry asso-
ciation for exchanges and clearing houses, should dedicate more
resources to capacity-building e orts designed to help smaller
and less mature FMIs and other important service providers
increase their cybersecurity level.

Third-Party Risk

Financial services firms increasingly rely on services and a complex digital
supply chain provided by third parties. This trend has accelerated further dur-
ing the coronavirus global pandemic as the financial sector transitioned to
remote work and expanded digital services. Third-party risk, or outsourcing
risk, is not a new concept to financial authorities and institutions. What is new
is the degree of interdependent risk, the increasing complexity of that interde-
pendence, and the number of actors involved in managing the risk. This grow-
ing interdependence can be exploited by malicious actors who, for example,
may choose to target vulnerable third-party service providers with ransom-
ware because the leverage gained by disrupting not only the service provider
but also its dependent customers can make extortion more successful.

Financial authorities have traditionally managed third-party risk in the system
by setting outsourcing requirements for financial institutions. However, con-
cerns are growing that financial authorities do not have enough visibility or
authority over certain third-party service providers, and that financial institu-
tions are expected to manage risks in oligopolistic markets where they have
less leverage to set the terms of service level agreements.



New regulation and guidance reflect these growing concerns. The MAS’s
2019 updates to its BCM guidelines raise the standards for financial institu-
tions developing business continuity plans so that those plans better account
for linkages with external service providers.'®2 The BCBS has proposed “third
party dependent management” as one of its core “principles for operational
resilience.” Such approaches provide financial institutions with flexibility, and
responsibility, to manage these outsourcing relationships. The EU may be
going one step further with DORA, which proposes a framework that would
enable “continuous monitoring of the activities of ICT third-party service pro-
viders that are critical providers to financial entities.™83

The Cloud

The increasing reliance on cloud services has been highlighted during the
coronavirus pandemic. According to a March 2020 Business Insider article,
“projections of moving 55% of workloads to the cloud by 2022 (from 33%
now) look conservative as these targets could be reached a full year ahead of
expectations given this pace.”®* Nasdag, for example, has further accelerated
its planned migration to the public cloud.'®® Cloud infrastructure also plays
an important role for innovation as many start-ups, including in fintech, are
“cloud native,” using cloud service providers from the start to avoid having to
build (and pay for) their own IT infrastructure.

“A quarter of major banks’ activities and almost a third of all
UK payments activity are already hosted on the Cloud, and
there are considerable opportunities for even more intense
usage.” Remarks by Mark Carney, Governor of the Bank of
England, in June 2019.'85

When thinking about the risk implications of the cloud for the financial sys-
tem, twodi erent public policy problems are relevant: an existing public policy
problem and an emerging one. The existing public policy problem is the rising
cost of cyber attacks and the fact that most organizations—governments and
companies—cannot e ectively protect themselves. Very few organizations
can rival the security teams of the large cloud service providers and they are
therefore better o entrusting their security to teams at cloud service provid-
ers or other third-party service providers.'®” The emerging public policy prob-
lem is the concentration risk associated with such a centralized approach.

Lawmakers and financial supervisory authorities have grown increasingly
concerned about the emerging risk associated with the growth of the cloud.
In 2019, two members of the U.S. Congress urged the U.S. Department of

SPOTLIGHT

For more background information
about the cloud, security, and
public policy, see the Carnegie
paper “Cloud Security: A Primer
for Policymakers,” co-authored
by Tim Maurer and Garrett Hinck
(August 2020):
https://carnegieendowment.org/
2020/08/31/cloud-security-
primer-for-policymakers-
pub-82597
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the Treasury to designate the leading cloud service providers to the financial
industry as systemically important.’®8 Financial authorities outside the United
States increasingly lament their inability to assess risks associated with cloud
service providers that are primarily located in the United States or China.

The current geopolitical landscape makes a multilaterally coordinated gov-
ernance approach to cloud service providers highly unlikely. While such an
arrangement would not be unprecedented (consider, for example, the SWIFT
governance model), it is much more likely that a fragmented regulatory
approach will emerge. This fragmentation will be characterized along two
dimensions. In the first, fragmentation will emerge among jurisdictions as
individual countries and small groups of like-minded countries create their
own regulatory frameworks. In the second, fragmentation will emerge across
sectors as individual sectors start to impose regulations a ecting cloud ser-
vice providers through, for example, third-party provisions.

Given the current climate, it is also di cult to envision a scenario where the
United States or China would agree to a multilateral governance arrangement
without being in the driver’s seat. After all, nearly all major cloud service pro-
viders are located in the United States and China. Although other countries
will try to extend their own regulatory authority to cloud service providers,
either reaching beyond their borders or forcing companies to store and pro-
cess data locally, cloud service providers will likely behave like other firms
have in the past. Depending on the market, they will either (a) comply with the
regulation only for the largest and most important markets such as the United
States, (b) communicate that they comply with other countries’ individual
regulations de jure while de facto only using a few jurisdictions internally as
benchmarks, or (c) decide to leave markets with overly onerous regulatory
burdens or not to enter them in the first place.

In short, it is unlikely that a regulatory approach will e ectively address the
growing security concerns about cloud service providersin the near to medium
term. The regulatory trend is overwhelmingly toward fragmentation and away
from coherence, and this state of a airs is likely to continue for years. This
raises the question: What can realistically be done to improve the security and
resilience of cloud service providers within the next five years? The recom-
mendations in this report focus on a few actionable measures that could help
mitigate the risk independent of the broader governance questions.















Influence operations are the organized attempt to achieve a specific e ect
among a target audience.’®® They employ a variety of tactics, techniques, and
messaging, including disinformation (the deliberate spreading of misleading
or false information), astroturfing (creating the illusion of a grassroots move-
ment), hack-and-leaks, and other cyber attacks.

Recent attention paid to influence operations has focused on the threat to
political processes, especially elections, but little attention has been paid to
how influence operations a ect financial markets. Influence operations tar-
geting financial markets are not new, and innovating technologies continue
to empower their speed, scale, and scope. It is therefore prudent to exam-
ine whether and how modern influence operations could pose a threat to the
financial system.

Influence operations that might threaten the financial sector can be broadly
split into two categories based on target and aim: (1) operations that target a
specific business, brand, or institution (mostly led by criminals and competi-
tion); and, (2) operations aimed at overall markets or a country (mostly led by
nation-states and terrorist groups).

The first category of influence operations, those targeting individual firms, is
generally profit-driven and carried out by individuals, criminal organizations,
or lobbyists. Organized actors will spread fraudulent rumors to manipulate
stock prices and generate profit based on how much the price of the stock
was artificially moved. Firms and lobbyists use astroturfing campaigns, which
create a false appearance of grassroots support, to tarnish the value of a com-
peting brand or attempt to sway policymaking decisions by abusing calls for
online public comments. Fortunately, while these operations might cause
short-term financial harm, because they are precise in their targeting, they
pose little systemic risk to the financial system.

The second category of influence operations, those aimed at the overall mar-
ket, is rare and more challenging to carry out but may pose systemic risk, at
least temporarily. Attacks in this category are likely to be carried out by a polit-
ically motivated actor like a terrorist group or even a nation-state. This type
of influence operation may directly target the financial system to manipulate
markets, for example, by spreading rumors about market-moving decisions
by central banks. Alternatively, influence operations may aim to spread false
information that does not directly reference financial markets but that causes
financial markets to react. For example, the state-sponsored Syrian Electronic
Army caused the U.S. stock market to briefly lose $136 billion in value by dis-
seminating false news on Twitter in 2013 (see Figure 7).%7
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Figure 7: Fake Tweet via Associated Press Twitter Account Impacts Stock Market
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Source: Shawn Langlois, “This Day in History: Hacked AP Tweet About White House Explosions Triggers Panic,” MarketWatch, April 23, 2018,
https://www.marketwatch.com/story/this-day-in-history-hacked-ap-tweet-about-white-house-explosions-triggers-panic-2018-04-23

It is important to note that not every part of an influence operation is malign.
Operations may make use of a mix of social media and online advertising that
then crosses over to mainstream media with the goal of spreading disinforma-
tion across these various platforms. In addition, the accidental spread of false
or misleading information, even if not connected to an influence operation,
should also be a concern.

On May 13, 2019, a false rumor circulating on WhatsApp led to a minor run on Metro Bank, a
commercial bank in London. One posting read: “Urgent ... You need to empty as soon as pos-
sible. The bank is facing lot of financial di culties [sic].”*°® The false information was made
more credible due to a mistake Metro Bank had made months earlier when it failed to hold
su cient capital to meet UK regulatory requirements.'*® While minor, the incident illustrates
how misinformation can a ect financial institutions.

The problem is that while organizations tend to be good at having playbooks,
they are bad at organizing how to respond. A good indicator of an organiza-
tion’s ability to respond quickly is the number of people required to review
and sign o on a statement or tweet in response to an incident: an organiza-
tion that needs clearance from multiple people will inevitably be less nimble.
Another indicator is whether a playbook envisions a response only as a press
statement or includes plans to respond across platforms; social media in par-
ticular requires repeated and persistent messaging to quickly counter any
potential influence operation.



financial institutions.

Recommendation 1.7: Financial authorities and industry should
ensure they are properly prepared for influence operations and hybrid
attacks that combine influence operations with malicious hacking
activity; they should integrate such attacks into tabletop exercises
(such as the G7 exercise) and apply lessons learned from influence
operations targeting electoral processes to potential attacks on

* Supporting Action 1.7.1: Major financial services firms, central
banks, and other financial supervisory authorities should identify
a single point of contact within each organization to engage with
social media platforms for crisis management. Quick coordina-
tion with social media platforms is necessary to organize content
takedowns. Social media platforms will be more responsive to a
single collective point of contact than to ad hoc communication
with many financial institutions.

SPOTLIGHT

Rapid advances in artificial intelli-
gence (Al) are enabling novel forms
of deception. Al algorithms can
produce realistic deepfake video and
audio clips—which show people say-
ing and doing things they never said
or did—as well as fake photos and
writing. Collectively called synthetic
media, these tools have already been
documented in multiple financial
crimes.

Synthetic media are unlikely to pose
a serious threat to the stability of the
global financial system or national
markets in mature, healthy econo-
mies. But they do present risks to
emerging markets and to developed
countries experiencing financial
crises, and they can harm individu-
ally targeted people, businesses, and
government regulators. Technically

savvy bad actors who favor tailored

schemes are more likely to incorpo-

rate synthetic media, although many
others will continue to rely on older,

simpler techniques.

Three malicious techniques (further
described in the paper cited below)
are particularly worrisome and should
be prioritized in any response: deep-
fake voice phishing (or “vishing"), fab-
ricated private remarks, and synthetic
social botnets. The latter two are
“broadcast” attacks that spread
widely via social and traditional
media, much like politically themed
deepfakes. But deepfake vishing is a
novel “narrowcast” threat, tailored
and delivered directly to a small audi-
ence. This threat is more distinctive
to the financial sector and presents an
opportunity for policy leadership.

The financial system should take an
incremental approach to synthetic
media: start with small steps to stay
ahead of this emerging challenge
without diverting too many resources
from larger, already extant threats.
This will require a range of actors,
both inside and outside the financial
sector, to collaborate on technological
solutions, organizational practices,
and broad public awareness.

To learn more, including about the
ten specific scenarios explored as
part of this research, see the Carnegie
FinCyber working paper "Deepfakes
and Synthetic Media in the Financial
System: Assessing Threat Scenarios,”
by Jon Bateman (July 2020): https://
carnegieendowment.org/
specialprojects/fincyber/
workingpapers/
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= Supporting Action 1.7.2: Financial authorities, financial services
firms, and tech companies should develop a clear communica-
tions and response plan focused on being able to react swiftly. A
quick response can e ectively dampen the e ect of an incident,
but conventional communication channels are often insu cient
to fill the information vacuum in such an event. Given the speed
of social media content sharing, limiting the number of people
required to review and approve a response is essential for a swift
response. Financial institutions should ensure potential influence
operations are part of their cyber-related communications plan-
ning and be familiar with the rules on platforms relating to key
areas, including impersonation accounts and hacked materials.

= Supporting Action 1.7.3: In the event of a crisis, social media com-
panies should swiftly amplify communications by central banks,
such as corrective statements that debunk fake information and
calm the markets. Central banks and social media platforms
should work together to determine what severity of crisis would
necessitate amplified communication and develop escalation
paths similar to those developed in the wake of past election
interference, as seen in the United States and Europe.

= Supporting Action 1.7.4: Financial authorities and financial ser-
vices firms should review their current threat monitoring sys-
tems to ensure that they include and actively try to identify and
detect potential influence operations.

SPOTLIGHT

Cyber insurance is a potential emergence of a more mature To learn more about cyber insur-

complement to existing efforts aimed marketplace. ance, see Carnegie's publications

at addressing cybersecurity risk in the
financial sector. The cyber insurance
market is growing rapidly, with both
established insurance companies and
start-ups hoping to develop sustain-
able models to assess and price cyber
risk. So far, the full potential of cyber

The financial sector may have a
uniqgue vantage point from which to
develop innovative approaches to

cyber insurance and unlock its poten-

tial. The financial services industry
plays a dual role in the cyber insur-

“Addressing the Private Sector
Cybersecurity Predicament: The
Indispensable Role of Insurance,”
by Ariel E. Levite, Scott Kannry,
and Wyatt Hoffman (2018), and
"War, Terrorism, and Catastrophe
in Cyber Insurance: Understanding

insurance remains unrealized as limited ance market as both buyer and seller,

while financial regulators are familiar

and Reforming Exclusions,” by Jon
data and a quickly evolving security Bateman (2020).2°°

environment complicate the with the governance of risk.



CHAPTER 2

PRIORITY #2:
INTERNATIONAL NORMS

International

Reinforce international norms at the United Nations and

through other relevant processes to clarify what is considered inappropriate o

normative taboos)

behavior—that is, when malicious activity has crossed a line—and hold
actors accountable for violations to avoid norms being eroded by impunity.

Problem Statement: Weak International
Norms in Need of Implementation

International norms make clear what behavior is considered appropriate and
when a line has been crossed.?®! They provide the legitimacy for actions to
hold those who violate such norms accountable. If every country unilaterally
did what it wanted, the world would be even more of a Wild West. That is why
the international community has clarified norms of shared interest around
issues ranging from biological and chemical weapons, to human rights, inter-
national trade, and cyberspace. The past few years have also highlighted what
happens when these norms erode and weaken over time.

Operationalizing and implementing the still nascent norms for cyberspace
must be a top priority in the coming years. The financial sector provides an
opportunity to advance this e ort and to cement words and diplomatic con-
sensus into action and state behavior.

The international community shares a strong common interest in financial
stability. Great powers share an interest in preserving the integrity of the
financial system. In the United States, “it’s the economy, stupid” wins elec-
tions.2%2 In China, the Communist Party has no interest in seeing a run on
banks that could fuel further social unrest. The Russian elite wants to safe-
guard its money and has an interest in setting certain limits on cyber criminals



like the Carbanak group that become too aggressive.?°® And most of the world
is tiring of attacks by North Korean hackers that continue to steal millions
from countries all around the globe.?°* Amounts that may seem like peanuts
for rich countries matter greatly to countries that need every penny for the
e ortto lift people out of poverty.

States can help protect the integrity of the financial system by committing
to advance certain norms governing their behavior. Currently, the process for
establishing international norms for cyberspace comes from two directions.
The first is the top-down process driven by UN diplomats who have agreed
on a catalogue of aspirational, voluntary norms that they hope will ultimately
reflect how states actually behave. The second is the bottom-up process
of emerging state practice that is beginning to shed light on areas of state
restraint that could eventually be explicitly codified as norms.

Table 3: Key Economic Functions of the Financial System

Deposit taking and savings Retail current accounts

Small- and medium-sized enterprise (SME) current accounts

Retail savings accounts/time accounts

SME savings accounts

Corporate deposits
Lending and loan servicing Retail mortgages

Retail lending (secured/unsecured)

Retail credit cards

SME lending (secured)

Corporate lending

Trade finance

Infrastructure lending

Credit card merchant services

Capital markets and investment Derivatives

Trading portfolio

Asset management

General insurance

Life insurance, pensions, investment, and annuities
Wholesale funding markets Securities financing

Securities lending

Payments, clearing, custody, and settlement Payment services

Settlement services

Cash services

Custody services

Third-party operational services

Source: European Systemic Risk Board, “Systemic Cyber Risk,” February 2020, https://www.esrb.europa.eu/pub/pdf/reports/
esrb.report200219_systemiccyberrisk~101a09685e.en.pdf.



The bad news is that neither of these two driving forces currently provides
clarity on how international norms apply to the financial system specifically.
The good news is that both o er useful starting points for clarifying and
strengthening norms to protect the financial system. In addition, the work
carried out by financial supervisory authorities on systemic risk can help
operationalize and implement the diplomatic norms agenda. For example, the
European Systemic Risk Board released a report in February 2020 identifying
key economic functions of the financial system that, if disrupted, could pose a
systemic risk.2% Table 3 details these functions.

Industry also has an important role to play in strengthening international
norms. The value to industry in pursuing cyber norms for the financial sys-
tem is twofold. Most obviously, norms that increase the stability and security
of cyberspace will reduce operational and systemic risk. In addition, public
advocacy for norms allows financial institutions to enhance their brand and
improve customer trust in their products. There are five main approaches that
the financial industry can use to support the construction of cyber norms pro-
tecting the global financial system: (1) political signaling and agenda setting,
(2) coalition building, (3) partnerships and financial support, (4) public com-
mitments, and (5) monitoring compliance and collective response.

Mapping the Status Quo: A Shaky Foundation in
Need of Reinforcement

Emerging State Practice

In addition to the diplomat-led, top-down processes, a growing number of
experts with ties to the national security community are focusing on how
states actually behave in cyberspace and what their use of o ensive tools
reveals about emerging norms, 296

A comprehensive review of significant cyber incidents targeting financial insti-
tutions between 2011 and 2020 reveals that states have already demonstrated
significant restraint in using cyber means against the integrity of the financial
system. For example, it is noteworthy that there are no public data implicat-
ing states in any of the incidents involving the manipulation of the integrity of
financial data; this suggests states have been exercising restraint so far. (The
only exceptions over the past two decades have been North Korea'’s disk-wip-
ing attacks against financial institutions in South Korea and Chile.)?°’
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Upon reflection, such restraint makes sense. Global interdependence makes
the financial sector more vulnerable than other critical infrastructure, but
states share a common interest in refraining from putting financial stability
at risk.?%¢ The damaging e ects of an intrusion targeting the electrical grid or
the oil and gas sector will mostly be limited to a single country’s territory or
its immediate neighbors. The e ects of an incident targeting the integrity of
financial data, however, are not necessarily bound by geography—they would
be very di cult to understand and, therefore, hard to tailor and to predict.2°®
An operation targeting a payment processing system could have the direct
impact of corrupting the transactions running through it. Indirectly, however,
it could lead to an institution’s bankruptcy that sends shock waves through-
out the international system. The 2008 collapse of Lehman Brothers high-
lighted the unanticipated contagion e ect caused by the bankruptcy of even
a single institution. The 1997 Asian financial crisis was similarly triggered by
the collapse of the Thai currency and the unanticipated cascading e ects that
occurred throughout the region. Such second-order e ects are di cult to
anticipate, and they may not be factored into the attacker’s battle damage
assessments.?'°

Major powers, notwithstanding their fundamental di erences, have rec-
ognized this in principle and in practice. The U.S. government reportedly
refrained from using o ensive cyber operations against Saddam Hussein’s
financial system.?"! Russia’s 2011 “Draft Convention on International
Information Security” explicitly suggests that “each State Party will take the
measures necessary to ensure that the activity of international information
systems for the management of the flow of . . . finance . . . continues without
interference.”?? China also has a vested interest in the system, reflected, in
part, by its successful effort to make the renminbi part of the IMF’s global
reserve currency basket,?3

Recommendation 2.1: Heads of state should ensure that their state
organs (continue to) exercise restraint when using o ensive cyber
capabilities to target financial institutions. This will strengthen the
nascent state practice that has emerged over the past few decades.




Existing International Law

The international community has clarified through the UN that existing inter-
national law applies in cyberspace.?* However, at present, there is so much
uncertainty about how international law applies during both times of peace
and war, at least in respect to data, that international law is simply not up to
the task of safeguarding interdependent domestic, regional, and global finan-
cial systems. Because cyber attacks against the financial sector do not result
in deaths or physical damage, itis di cult to analogize their e ects, particu-
larly of attacks against the integrity of financial data. The following discussion
is based on an analysis that Michael Schmitt, one of the world’s leading inter-
national lawyers on cyber operations, co-authored with Tim Maurer, one of
the authors of this strategy document.?*

International law has instituted a set of prohibitions that can be used to deter-
mine what sorts of operations are acceptable and unacceptable. During peace-
time, the three prohibitions most likely to be implicated by cyber operations are
those involving sovereignty, coercive intervention, and the use of force:

1. Itisunclear whether cyber operations against data that do not cause dam-
age to another state’s cyber infrastructure qualify as violations of sover-
eignty. E orts to manipulate the integrity of financial data are unlikely to
result in physical damage or loss of functionality of cyber infrastructure
(although they could cause a loss of confidence in financial institutions
and be highly destabilizing); thus, they exist in a legal gray zone. Similarly,
the line between financial activities that amount to inherently governmen-
tal acts and those that do not is indistinct. Financial data associated with
a state’s taxation system, for instance, would be clearly encompassed
in the protection; however, data residing in the servers of state-owned
banks might not be.

2. The second prohibition forbids a state’s unlawful intervention in the inter-
nal or external a airs of another state. . . . The paradigmatic case of a
prohibited cyber intervention is manipulation of election returns. In the
context of financial data, an operation targeting the integrity of financial
data upon which the state pension or welfare system relied in order to
compel the target to adopt a particular domestic policy would exemplify
prohibited cyber intervention.

3. The debate continues over whether non-physically destructive cyber
operations can nevertheless qualify as prohibited uses of force. In par-
ticular, there is a strong argument to be made that the nature of the con-
sequences (destructive or not) matters far less than their severity. From
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this perspective, a cyber operation targeting financial data that results
in severe financial instability and widespread economic disruption might
amount to a prohibited use of force. But the approach is far from univer-
sally embraced, and the threshold above which a cyber operation would
be considered su ciently severe remains unsettled even among this per-
spective’s proponents.

There are three factors that obscure how international law applies to cyber
operations during wartime:

1. First, it is not clear that a cyber operation undermining the integrity of
financial data, but not a ecting the associated cyber infrastructure,
would qualify as an attack and therefore be subject to the prohibition on
attacking civilian objects.

2. Thereis also lack of agreement as to whether data constitute an “object,”
such that the prohibition on attacking civilian objects applies atall.. .. The
interpretive distinction is critical, for if civilian financial and other data do
not qualify as an object, they may be targeted, subject to some narrow
exceptions, without violating international humanitarian law.

3. Finally, assuming solely for the sake of analysis that data are an “object”
that is capable of being “attacked” as a matter of law, the question arises
as to which data qualify as a “military objective” legally susceptible to
attack. However, a long-standing debate surrounds so-called “war-sus-
taining” objects and how far the definition of a legitimate target can be
stretched. The issue has direct relevance in the data context because
cyber operations against an enemy’s financial system could directly
impede its ability to sustain the conflict.

Since this article was published in 2017, only three governments have publicly
clarified aspects of how they interpret international law with respect to cyber
operations involving financial institutions:

e |n 2018, the UK attorney general stated in a speech that:

The precise boundaries of [the international law prohibition
on intervention in the internal a airs of other states] are
the subject of ongoing debate between states, and not just
in the context of cyberspace. But the practical application
of the principle in this context would be the use by a hostile
state of cyber operations to [sic] . . . intervention . . . in the
stability of our financial system. Such acts must surely be




a breach of the prohibition on intervention in the domestic
a airs of states.?® (Emphasis added.)

In 2019, the Australian government stated in a letter to the UN that:

Harmful conduct in cyberspace that does not constitute a
use of force may still constitute a breach of the duty not to
intervene in the internal or external a airs of another state.
... Accordingly, as former UK Attorney-General Jeremy
Wright outlined in 2018, the use by a hostile State of cyber
operations to [sic] ... intervention . . . in the stability of
States’ financial systems would constitute a violation of the
principle of non-intervention.?” (Emphasis added.)

In 2019, the Dutch minister of foreign a airs outlined in a letter on the
international legal order in cyberspace to the House of Representatives
of the Netherlands that

International law does not provide a clear definition of “use
of force.” The government endorses the generally accepted
position that each case must be examined individually to
establish whether the “scale and e ects” are such that an
operation may be deemed a violation of the prohibition of
use of force. . .. In the view of the government, at this time it

cannot be ruled out that a cyber operation with a very seri-
ous financial or economic impact may gualify as the use of
force.

Necessity is a ground justifying an act which, under cer-
tain strict conditions, o ers justification for an act that
would otherwise be deemed internationally wrongful, such
as deploying o ensive cyber capabilities against another
state. ... [T]he damage does not already have to have taken
place, but must be imminent and objectively verifiable. . ..
The damage caused or threatened does not necessarily
have to be physical: situations in which virtually the entire
internet is rendered inaccessible or where there are severe
shocks to the financial markets could be classified as cir-
cumstances in which invoking necessity may be justified.2®
(Emphasis added.)
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Recommendation 2.2: Individual governments should clarify how
they interpret existing international law to apply to cyberspace, spe-
cifically with respect to malicious cyber activity involving financial
institutions. Governments could do this through ministerial state-
ments or speeches, letters to parliament/legislatures, submissions
to the United Nations (UN) emulating existing examples, or other
appropriate mechanisms. (Such clarification should follow and ide-
ally go beyond the Australian, British, and Dutch examples and focus
on the set of questions highlighted in the complementary report to
this strategy.)

* Supporting Action 2.2.1. The North Atlantic Treaty Organization
(NATO), the Shanghai Cooperation Organisation (SCO), and
other relevant security organizations should clarify how they
interpret existing international law to apply to cyberspace, spe-
cifically with respect to malicious cyber activity involving finan-
cial institutions; at a minimum, they should initiate processes for
member states to discuss this question.

= Supporting Action 2.2.2: The International Committee of the Red
Cross, through its mission to build respect for international legal
obligations, should build on and clarify its existing publications
to provide a recommendation to the international community
for how existing international humanitarian law should apply to
cyberspace specifically with respect to malicious cyber activity
involving financial institutions.

Voluntary Norms

As international lawyers debate how existing international law and its provi-
sions apply to cyberspace, diplomats have been busy developing a set of com-
plementary, voluntary norms for peacetime. Outlined in a set of consensus
reports agreed to by the UN GGE and endorsed by the UN General Assembly
and the G20, these norms are aspirational in nature and outline how states
will ideally behave in the future.

The most relevant norm with respect to the financial system is the following
paragraph from the 2015 UN GGE report:

A State should not conduct or knowingly support ICT activ-
ity contrary to its obligations under international law that




intentionally damages critical infrastructure or otherwise
impairs the use and operation of critical infrastructure to
provide services to the public.?*®

This statement articulates a laudable goal, but e ective operationalization
faces several challenges. First, states have di erent definitions of what con-
stitutes critical infrastructure. Second, the limitation to “intentional” damage
does not take into account potential unintended e ects like those witnessed
in the WannaCry and NotPetya incidents. This was part of the reason several
governments issued statements specifically condemning such attacks.??°

To address this shortcoming, the discussion among UN member states in 2019
and 2020 led to a “pre-draft” report from the UN OEWG, which noted that:

While States observed that critical infrastructure is defined
di erently in accordance with national prerogatives and
priorities, they emphasized the severity of threats to par-
ticular categories of infrastructure, including for instance
the health and financial sectors and electoral infrastructure.
Transborder and transnational critical infrastructure was
highlighted as at risk as was supranational critical infor-
mation infrastructure, notably those global systems upon
which public or financial services rely. In this regard, States
underscored that attacks on critical infrastructure pose not
only a threat to security, but also to economic development
and people’s livelihoods.??' (Emphasis added.)

As part of this discussion, some states suggested “an ‘upgrading’ as well as
further elaboration of norms,” such as “highlight[ing] that supranational criti-
cal information infrastructure could be considered a special category of criti-
cal infrastructure, and that its protection was the shared responsibility of all
States.”??? Singapore, one of the world’s four largest global financial hubs,??
specifically argued that.

More cooperation is necessary to protect and deal with
threats to supranational critical information infrastruc-

ture (CII), which are owned by private companies, operate
across national borders, and are not under any particular
State’s jurisdiction. . . . Singapore also supports the further
elaboration of norms where needed, for example, in respect
of supranational ClIs which could be considered a special
category of critical infrastructure, whose protection is the
shared responsibility of all Member States.??*
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And the French government recommended that “More space could be dedi-
cated to fields of vital importance such as healthcare, finance, transport, and
electoral infrastructures.”?? (Emphasis added.)

In the United States, the congressionally mandated Cyberspace Solarium
Commission issued a similar recommendation to “take a sector-by-sector
approach to norms implementation: Prioritize norms against malicious cyber
activity targeting elements of critical infrastructure that underpin shared
global stability, such as the financial services sector, building on the existing
norm against attacking critical infrastructure (CI).”?2¢ (Emphasis added.)

The U.S. government has already started taking action in line with this rec-
ommendation, issuing specific statements focusing on election infrastructure
and the health sector (see Appendix C for more details). With respect to the
financial sector, it is worth mentioning the bipartisan joint letter sent by the
chairman of the U.S. House Committee on Foreign A airs, then congressman
Edward Royce, and the co-chair of the Congressional Cybersecurity Caucus,
Congressman Jim Langevin, to Treasury Secretary Steven Mnuchin and State
Secretary Mike Pompeo on November 5, 2018.227 (See Appendix D for the text
of the letters.) The representatives proposed that the two secretaries work
with their counterparts in other countries to issue a statement at an upcom-
ing G20 Finance Ministers and Central Bank Governors’ meeting that would
declare acommitment to protecting the financial system in the face of growing
cyber threats. They recommended that such a statement condemn malicious
cyber activity targeting financial institutions and call for partner governments
and private sector institutions to facilitate better international cooperation on
this issue. Two weeks later, on November 19, 2018, private industry speaking
through the FSSCC also sent a letter to Mnuchin with the same request to pur-
sue a statement through G20 and G7 channels.??8

Why focus on the G20 for such a statement? The G20 is uniquely positioned to serve as the
anchor for such a declaratory statement for several reasons:

Impact: The G20 convenes the world’s major economies, all of which have a shared
interest in protecting the integrity of the global financial system, despite other existing
political di erences and tensions.

Mandate: The G20 was established specifically in the wake of the global financial crisis
to focus on financial stability and is primarily focused on economic issues and the finan-
cial system.



e Type of agreement: The G20 adopts not legally binding agreements but political ones.
These are nonetheless e ective because it is senior o  cials—either heads of state or
top ministers—that agree to them. This important characteristic of the G20 has allowed
its members to elegantly circumvent the contentious debate between Russia and China
on the one hand, which have been promoting the idea of a legally binding information
security treaty, and Western nations on the other, which have been focusing instead on
existing international law and voluntary norms.

e Process: The G20’s most established track is the G20 Finance Track, which precedes
even the G20 heads of state convenings, thereby providing a well-established and well-
oiled mechanism.

Recommendation 2.3: UN member states should strengthen and
support the operationalization and implementation of the voluntary
norms they agreed to through the UN, namely the norm focused on
protecting critical infrastructure.

* Supporting Action 2.3.1: The G20 Finance Ministers and Central
Bank Governors should adopt a communiqué, building on previ-
ous communiqueés, urging restraint per recommendation 2.1, and
adding specific declaratory language. The G20 heads of state
should then endorse the language adopted by the G20 Finance
Ministers and Central Bank Governors.

* Supporting Action 2.3.2: In a future process convened through
the UN General Assembly and succeeding the UN Open-Ended
Working Group (OEWG) and the UN Group of Governmental
Experts (GGE), UN member states should:

» Make explicit reference to the financial services sector as
critical infrastructure for all UN member states for the pur-
poses of norms (f) and (g) of the 2015 UN GGE report, which
focus on critical infrastructure.

< Highlight that financial institutions have been a primary tar-
get for malicious actors and face growing criminal and state-
sponsored threats that require stronger cooperation among
states to protect the global financial system.
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e Call on states to adhere to the positive norms of cooperating
in the investigation of transnational cyber crimes and deny-
ing the use of their territories for malicious activity.

Supporting Action 2.3.3: Financial authorities and industry should
use the systems developed for resilience purposes (for exam-
ple, to identify and detect potential incidents in order to defend
against and recover from them) for the detection and attribu-
tion of norm violations. Sharing such information is necessary to
more e ectively hold malicious actors accountable.

Supporting Action 2.3.4: The UN Security Council should con-
tinue to monitor North Korea'’s activities, considering that North
Korea’s actions have impacted at least thirty-eight UN member
states from 2015 to 2020 alone. The UN Security Council should
use all its instruments, ranging from monitoring latest develop-
ments through regular reports (such as the 2019 “Report of the
Panel of Experts Established Pursuant to Resolution 1874”) to the
imposition of sanctions, to deter future malicious activity.

Supporting Action 2.3.2: UN member states in a future process
convened through the UN General Assembly and succeeding the
UN OEWG and UNGGE should

* make explicit reference to the financial services sector as
critical infrastructure for all UN member states for the pur-
poses of norms (f) and (g) of the 2015 UNGGE report, focus-
ing on critical infrastructure;

< highlight that financial institutions have been a primary tar-
get for malicious actors and face growing criminal and state-
sponsored threats that require stronger cooperation among
states to protect the global financial system; and

e call on states to adhere to the positive norm of cooperating in
the investigation of transitional cyber crimes and to deny the
use of their territories for malicious activity.

Supporting Action 2.3.3: Financial authorities and industry should
use the systems developed for resilience purposes, e.g. to iden-
tify and to detect potential incidents in order to defend against
and to recover from them, also for the detection and attribution




of norm violations. Sharing such information is necessary to hold
malicious actors accountable more e ectively.

= Supporting Action 2.3.4: The UN Security Council should con-
tinue to monitor North Korea’s activities considering that North
Korea’s actions have impacted at least 38 UN member states
across continents from 2015-2020 alone. The UN Security
Council should use all its instruments ranging from monitoring
latest developments through regular reports, such as the 2019
Report of the Panel of Experts established pursuant to resolu-
tion 1874, to the potential imposition of sanctions to deter future
malicious activity.

North Korea is one of the most threatening actors targeting financial institutions. Over the
past decade, North Korea has used cyber attacks to steal some $2 billion, more than three
times the amount of money it was able to generate through counterfeit activity over the four
decades prior.2?°

A More Ambitious Proposal

States could also be more ambitious and consider establishing a specific
regime designed to protect the integrity of the financial system as outlined
below. Such a regime would have three connected and mutually reinforcing
elements.%°

e First, a state must not conduct or knowingly support any activity that
intentionally manipulates the integrity of financial institutions’ data and
algorithms where they are stored or when they are in transit (for exam-
ple, by sharing information about a vulnerability with other actors who
then conduct the malicious action or by turning a blind eye to a nonstate
actor’s activity).

e Second, to the extent permitted by law, a state must respond promptly to
appropriate requests from another state to mitigate activities manipulat-
ing the integrity of financial institutions’ data and algorithms when such
activities are passing through or emanating from its territory or perpe-
trated by its citizens. (This element is analogous to Core Pillar #3 on col-
lective response in this strategy document.)
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e Third, states would also be expected to implement existing due diligence
standards and best practices. (This element is analogous to Core Pillar #1
on operational resilience.)

Linking these three elements would augment the overall e ectiveness of this
normative regime, as illustrated in Figure 8. The important characteristic of
this proposal is that it combines a negative normative commitment (states
commit not to do something) with a positive normative commitment (states
commit to do something).?*! Linking the agreement governing state behav-
ior with expectations that states will implement due diligence standards
addresses the problem of moral hazard. And states’ commitment to provide
assistance and information when requested circumvents the attribution prob-
lem: rather than the victim of an attack having to prove its source, other states
would have to live up to their commitment to respond to and help mitigate that
attack, or explain why they do not. States would be expected to comply with
these obligations in accordance with the requirements of national and inter-
national laws, both of which may require adjustment to reflect the principles
described here.?32

In order to achieve e ective reciprocal adherence and be widely accepted
among UN member states, this regime should not be limited to only a subset
of financial institutions like the Global Systemically Important Banks (as enu-
merated by the FSB). From the standpoint of international stability—and of
winning the support of a large number of states—it may be worth extending
protections to all states’ financial institutions. Cyber operations that threaten
the integrity of any financial institution would create precedents and sow
fears that could threaten all states and the financial system writ large.

If G20 member states or a group of states were to find the proposed agree-
ment compelling, they could include the language proposed here (or oth-
erwise improved) in a communiqué and implement and promulgate the
agreement with the relevant standard-setting bodies and private sector insti-
tutions including CPMI, I0SCO, and the BCBS.2%

Unlike the actions taken after the 2007-2008 financial crisis, adoption and
implementation of an agreement like the one proposed here would require
engagement with countries’ national security communities and CERTs. No
international forum to date exists that allows for such interactions. However,
the FSB can act as the convener for such a process, possibly with the support
and cooperation of other nongovernmental organizations.



Figure 8: Three Elements foran E ective, Self-Reinforcing Regime

Agreement Not to

Manipulate Integrity
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Serves as Indirect
Verification and
Enforcement Mechanism
to Circumvent the
Attribution Problem

Reduces Risk by
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Certainty Regarding
State Behavior

Detection System Agreement to
for Data Manipulation Cooperate, Upon
Through Private Request, When Data
Sector and Manipulation Occurs
Government

Enables More
Robust Cooperation
on This Specific,
Critical Threat of
Common Concern
and Interest

There are clearly limits to the extent to which o cials in the national secu-
rity communities of each country can engage with foreign governments and
experts in the financial sector. Given those limits, another approach would
be an international agreement through the G20 complemented by a series of
unilateral declarations by each government or its military to bolster the G20’s
statement and contribute to the agreement’s e ectiveness.?** Unilateral dec-
larations would also be a simple way for states that are not part of the G20 to
state that they join the G20 member states in their commitment.
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The existing regime against counterfeiting currencies is instructive here. For nearly a cen-
tury, states have adhered to and helped enforce the 1929 International Convention for the
Suppression of Counterfeiting Currency, because of widespread mutual vulnerability to the
e ects of counterfeiting. And because this restraint is widely accepted, states violating it
are highly likely to face punishment. Nonstate actors, of course, persist in counterfeiting, as
do North Korea and a few other states, but the practice is contained enough that it does not
threaten the stability of the international financial system.

The Role of the Private Sector: Activating the
Financial Industry as a Norm Entrepreneur

To date, the financial industry as a whole has not been very active in discus-
sions of international cyber norms, apart from a few individual firms such as
JPMorgan Chase, Bank of America, and Mastercard that have publicly sup-
ported international cyber norms.23 Although multiple major financial insti-
tutions have considered becoming more actively involved (for example, when
they were asked to join the Paris Call for Trust and Security in Cyberspace),
there has not been the right window of opportunity for the sector to throw
its full weight behind an initiative. Implementing a more coherent strategic
approach such as the one outlined in this report may present such a window
for industry to take some of the following actions.

Political Signaling and Agenda Setting: Financial institutions can signal to
their customers, the broader public, and their governments that there is a
need for norms to constrain malicious cyber activity against the financial
system. The impact of such signaling depends on the number of institu-
tions sending a signal, and how loud and public those signals are. Options
range from a series of letters sent to relevant government institutions, to
public statements or op-eds published by a group of institutions, to pub-
lic testimony before legislative bodies. Through political signaling, finan-
cial institutions can elevate the issue of cyber norms, particularly those to
protect the financial system, on the agenda of political and industry lead-
ers. For example, Microsoft’s president, Brad Smith, has advocated for his
idea of a Digital Geneva Convention at the Munich Security Conference,
the WEF Annual Meeting in Davos, and many other high-profile events,
and the company is actively engaged in intergovernmental fora.?%¢

Coalition Building: The financial industry has a global architecture in
place to build and channel coalitions; trade associations at the national,
regional, and global levels are potential vehicles for building consensus
and advocating for norms. The work of consensus building and advocacy



includes building consensus within the financial industry and developing
greater consensus and momentum among the stakeholders in the inter-
national community to focus on norms for the global financial system.

For example, at the global level, the financial industry could leverage
global trade associations like the IIF and GFMA. Financial industry e orts
could also be synchronized with current regional norms processes in
organizations like the OAS, the Association of Southeast Asian Nations
(ASEAN) Regional Forum (ARF), and the OSCE.

It is worth highlighting that in 2018, the OAS issued a detailed 181-page report, “State of
Cybersecurity in the Banking Sector in Latin America and the Caribbean,” demonstrating how
a regional organization could be leveraged e ectively and in partnership with industry.?3’

Partnerships and Financial Support: The financial industry can join oth-
ers’ public commitments in support of international cyber norms such
as Microsoft's Cybersecurity Tech Accord, Siemens’ Charter of Trust, or
the Paris Call. Financial support, particularly for resource-constrained
nongovernmental organizations involved in advancing the public inter-
est and strong cyber norms, provides another important opportunity for
financial institutions to support ongoing norms processes. For example,
Mastercard supports the CyberPeace Institute.?*®

Public Commitments: The financial services industry could follow the
logic of the Charter of Trust by making and implementing certain public
commitments (although the lack of implementation has become a grow-
ing criticism of the Charter of Trust). A good illustration of such a corpo-
rate action is SWIFT’s Customer Security Program. Following the 2016
Bangladesh incident, SWIFT updated its Customer Security Program to
include cybersecurity standards for its clients in its contractual relation-
ships. The program'’s terms and conditions remind clients that:

To conduct business over the SWIFT network, users need
to have a commercial relationship with other SWIFT users.
Users must establish such relationships taking into account
multiple criteria. In addition to obvious commercial consid-
erations, these criteria typically relate to KYC and sanc-
tions/AML compliance, operational risk, cyber security, and
fraud.
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Cyber-attacks are growing in number, their modus operandi
are increasing in sophistication and attackers are focus-

ing more deeply inside banks. Cybersecurity is therefore

an important consideration in establishing commercial
relationships between SWIFT users. . .. [As] part of the
SWIFT Customer Security Programme, SWIFT is acting as

a facilitator of standards and transparency regarding the
cybersecurity compliance status of the users. Pursuant

to the [SWIFT Customer Security Controls Policy], users
must self-attest against the security controls set out in the
CSCF. While SWIFT reserves the right to report failures to
comply therewith, each user remains solely and exclusively
responsible for any reliance thereupon and, more generally,
any decision to exchange (or stop or suspend exchanging)
messages or files with another user, and defining and imple-
menting appropriate supporting controls and other arrange-
ments.?*® (Emphasis added.)

These are now de facto mandatory requirements that SWIFT expects its
clients to meet in order to retain access to the global network. This is one
example of how private financial institutions can leverage their contrac-
tual relationships to strengthen cybersecurity and impose consequences
on those who do not meet such requirements.

Arelated option is for financial services firms to use the power of the purse
to nudge other industry actors into changing their behavior. In 2002, for
example, Microsoft launched its Trustworthy Computing Initiative after
Wall Street joined its growing chorus of critics.

OnJanuary 15,2002, Bill Gates sent a now famous, one-paragraph memo to Microsoft employ-
ees, announcing that henceforth security would be Microsoft’s number one priority:

Over the last year it has become clear that ensuring .NET is a platform for
Trustworthy Computing is more important than any other part of our work. If
we don’t do this, people simply won't be willing—or able—to take advantage
of all the other great work we do. Trustworthy Computing is the highest pri-
ority for all the work we are doing. We must lead the industry to a whole new
level of Trustworthiness in computing.?4©

After this memo, Microsoft launched its Trustworthy Computing Initiative and developed its
security lifecycle model for Microsoft products.



Microsoft took this action because several of its largest customers, including major financial
firms, told the company to improve the security of its software or risk losing some of their
business.?* At the time, financial industry was undergoing the transformative shift to internet
banking services—such as the 2001 strategic alliance between Citigroup and Microsofttoo er
internet banking services. Reliable infrastructure was essential.?*> Microsoft executives made
specific overtures to the financial industry during the roll-out of the Trustworthy Computing
Initiative.?*® In an Economist op-ed about Microsoft’s focus on security, Craig Mundie, the
champion of the Trustworthy Computing Initiative, noted that “in online banking, for example,
the bank wants robust authentication.” In other words, Wall Street used the power of the purse
to nudge others to change.

Monitoring Compliance and Collective Response: Industry owns and
operates most of the financial system’s infrastructure. Without industry,
governments would have di culty assessing when an international norm
has been violated. Information sharing between industry and government
is therefore required to monitor states’ compliance with international
norms. If states commit and generally adhere to strong international
norms and mechanisms to hold actors accountable, industry will have an
incentive to work with government when incidents occur.

The financial industry is uniquely positioned to work with governments
to hold norm violators accountable. States already use the financial sec-
tor to implement sanctions for a wide variety of reasons. Usually, finan-
cial services firms are reluctant instruments of statecraft. However, there
is likely significantly greater appetite among financial services firms for
implementing sanctions if these firms were themselves the target of mali-
cious activity. One could also imagine a scenario where a firm could lever-
age its corporate relationships through contractual provisions, like those
of SWIFT’s Customer Security Program, to hold its clients accountable for
actions enabling or contributing to norm violations.

Recommendation 2.4:Financial servicesfirmsand related trade asso-
ciations, such as the Institute of International Finance (lIF), the Global
Financial Markets Association (GFMA), the Bank Policy Institute
(BPI), the Geneva Association, the American Bankers Association
(ABA), the European Banking Federation (EBF), the Pan-European
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Insurance Forum, the Association of Banks in Singapore (ABS), and
others should call for stronger international norms to protect the
financial system and should prioritize this as a talking point in their
engagement with governments.

Supporting Action 2.4.1: CEOs of financial services firms should
collectively call on governments, for example via a joint letter,
to strengthen international norms to protect the global financial
system and for the G7 and the G20 to issue such a commitment.

Supporting Action 2.4.2: Financial services firms should commit
to sharing information about threat actors’ behavior and poten-
tial norm violations to assist in the monitoring of compliance. Not
sharing this information could embolden malicious actors to con-
tinue their activity with impunity.

Supporting Action 2.4.3: If governments publicly commit to pro-
tecting the integrity of the financial system, financial services
firms should provide financial support to advance the implemen-
tation and strengthening of international norms, for example, to
expand capacity-building activities.




CHAPTER 3

PRIORITY #3:
COLLECTIVE RESPONSE

Facilitate collective response to disrupt malicious
actors and more effectively deter future attacks.

Problem Statement: A Growing Desire for Justice

Malicious hackers have targeted financial institutions since the early days of
the modern internet. In 1994, even before the dot-com boom, cyber crimi-
nals stole millions from Citibank.?#4 According to the U.S. Federal Bureau of
Investigation (FBI), this was a time when the FBI “teamed up with Russian
authorities—who provided outstanding cooperation just days after a new
FBI legal attaché o ce had been opened in Moscow—to gather evidence.”?4°
Over the past quarter century, cyber criminals have remained mostly at
large, stealing millions and costing billions to defend against. Over the past
decade, the risk has grown as politically motivated malicious actors now oper-
ate alongside profit-driven criminals, occasionally joining forces with them.
Furthermore, malicious actors rely on the financial system to launder money,
purchase o ensive capabilities, and convert stolen data into cash.

The escalation of fraudulent activity during the coronavirus pandemic has
highlighted the continued threat that malicious actors pose to individual con-
sumers struggling to get by, to companies trying to avoid bankruptcies, even
to government agencies doing their best to channel vital resources to those in
need. The trend is clearly worrisome. First, attackers are increasingly build-
ing advanced capabilities to target core banking systems. Second, attackers
are becoming more aggressive in disrupting victims’ ability to respond and to
recover, and they continue to find ways to collaborate through organized crim-
inal activity that spans multiple geographies. Figure 9 provides a mapping of
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the various threat actors targeting financial institutions and Figure 10 details
the countries whose payment systems have been attacked from 2016 to 2018.

Figure 9: Mapping the Threat Actors
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Source: European Systemic Risk Board, “Systemic Cyber Risk,” February 2020, https://www.esrb.europa.eu/pub/pdf/reports/
esrb.report200219_systemiccyberrisk~101a09685e.en.pdf.

Cyber resilience is necessary to protect against such attacks, and interna-
tional laws and norms outline when an actor crosses the line. When the line is
crossed, calls for justice grow louder. As the threat escalates, some govern-
ments have grown impatient and demonstrated a willingness to take action
not only to protect themselves but also to respond to attacks targeting finan-
cial institutions.

Governments and the financial industry have a shared interest in countering
cyber threats, and this presents an opportunity for collective response and
operational collaboration. Each has unique capabilities to bring to the table.
Financial institutions maintain a critical vantage point from which to observe
threats because it is their technical infrastructure that is often under attack.
Governments have instruments of statecraft to deter and disrupt malicious
cyber activity as well as the legal authority to act within their respective
jurisdictions. However, no individual government or financial institution is
equipped to counter cyber threats alone.



Figure 10: Payment Systems Under Attack, 2016-2018
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Countries affected include: Argentina, Brazil, Bangladesh, Bosnia and Herzegovina, Bulgaria, Chile, Costa Rica, Ecuador, Ghana, India,
Indonesia, Japan, Jordan, Kenya, Kuwait, Malaysia, Malta, Mexico, Mozambique, Nepal, Nicaragua, Nigeria, Pakistan, Panama, Peru,
Philippines, Singapore, South Africa, South Korea, Spain, Taiwan, Tanzania, Togo, Turkey, Uganda, Uruguay, Vietnam, Zambia.

Source: U.S. Government Joint Advisory, “Alert (AA20-239A) FASTCash 2.0: North Korea's BeagleBoyz Robbing Banks,” August 26, 2020,
https.//us-cert.cisa.gov/ncas/alerts/aa20-239a; Adrian Nish and Saher Naumaan, “The Cyber Threat Landscape: Confronting Challenges to
the Financial System” (“Cybersecurity and the Financial System” Working Paper Series, Carnegie Endowment for International Peace, March
2019) https://carnegieendowment.org/specialprojects/fincyber/workingpapers/.

The financial industry is uniquely capable of working with government to
counter malicious cyber activity. As Matthew Noyes, Director of Cyber Policy
at the U.S. Secret Service, has pointed out, financial institutions recognize
“the shared interest of preserving the integrity of financial systems . . . and
so when you have crimes that are related to the financial system you have a
strong basis of evidence and cooperation globally to go after it.”2*® Moreover,
financial institutions have a high degree of cybersecurity maturity and have
significant resources that can be mobilized to tackle this problem. Finally,
international cooperation to combat financial cyber crime is more promising
than cooperation around combating other types of cyber crime because there
is a stronger international consensus around the definition of “financial crime”
than around the definition of “cyber crime.”
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Taken together, the financial sector plays an important role from at least three
angles as governments amplify their responses to malicious cyber activity:

e As a target of malicious cyber behavior: The threat landscape has
evolved in recent years from criminal nonstate activity to an increasing
number of states targeting financial institutions for political purposes
(for example, Iranian DDoS attacks occurring from 2011 to 20132%7), as
well as for profit-driven motives (for example, North Korea since at least
2015248), One could also imagine financial systems coming under attack
for strategic or operational purposes during times of conflict.

e Asaninstrument of statecraft to impose costs: Financial sanctions have
become a routine instrument of statecraft. In imposing sanctions, gov-
ernments are using the financial system to deter actors from engaging in
certain types of behavior, ranging from money laundering and terrorist
financing, to nuclear proliferation and (most recently) “significant mali-
cious cyber-enabled activities.”24°

e Asatargetinresponse toits use as an instrument of statecraft: Because
financial institutions are used by governments to implement financial
sanctions, they may also become a target for those subject to these sanc-
tions. This additional risk may grow as governments increase the number
of sanctions and accelerate the use of the financial system as a tool of
statecraft.

Mapping Key Trends: Cyber Crimes, Financial Crimes,
and Cyber Deterrence

Trend #1: Bridging Finance, Law Enforcement, and
National Security

States can improve the systemic resilience of their financial sectors and
strengthen their ability to respond to malicious threats by facilitating opera-
tional collaboration among the financial services industry, financial authori-
ties, national cybersecurity agencies, and other government authorities.
Shifting from simple information sharing to collocated daily collaboration
among relevant stakeholders can build the muscle memory necessary for an
e ective and timely response against malicious cyber threats. This section
focuses on specific innovative financial sector models that have sprung up in
recent years that could be expanded, replicated, and strengthened as part of
this broader push.



Innovative Models

EU Law Enforcement Emergency Response Protocol: In March 2019, in
response to WannaCry and NotPetya, the Council of Europe adopted the
“EU Law Enforcement Emergency Response Protocol,” which clarified roles,
responsibilities, and communication procedures for EU law enforcement.?5°
In the fall of 2019, ENISA and Europol’s European Cybercrime Centre (EC3)
organized CyLEEx19, a cyber law enforcement exercise, to test the protocol.
The exercise brought together cyber crime investigators and experts from the
public and private sectors and simulated a ransomware attack on the EU’s
financial sector.?%!

Cyber Information and Intelligence Sharing Initiative: In February 2020,
the chair of the ECB’s Euro Cyber Resilience Board, Fabio Panetta, announced
the CIISI-EU, an information-sharing partnership connecting major finan-
cial infrastructures, Europol, and ENISA. According to Panetta, CIISI-EU will
enable “the most important financial infrastructures to share vital technical
information among themselves using an automated platform.”252

Financial Systemic Analysis & Resilience Center: In the United States, a con-
sortium of the most critical U.S. financial institutions established the FSARC in
2016 with the mission to “proactively identify, analyze, assess and coordinate
activities to mitigate systemic risk to the U.S. financial system.”?%® The cen-
ter functions as a mechanism for banks to collaborate with the U.S. national
security community, including the Departments of Defense, Homeland
Security, and the Treasury, as well as the FBI. FSARC's 0 ces are steps away
from the Department of Homeland Security’s National Cybersecurity and
Communications Integration Center. In 2017, FSARC began providing the U.S.
Cyber Command with cyberthreat data in an arrangement called “Project
Indigo.”2%4

Pathfinder program: This initiative is a partnership between the U.S. military,
the U.S. Department of the Treasury, and the financial services sector.? It has
enabled U.S. Cyber Command to more e ectively carry out discovery opera-
tions aimed at protecting the financial sector. Lieutenant General Timothy
Haugh, then commander of the Cyber National Mission Force, testified that
U.S. Cyber Command does not “bring the expertise in what’s critical within
the financial sector,” but by partnering with the Department of Homeland
Security, the Treasury, and the financial sector, “as we look overseas ... we're
now focused on the things that are important to that sector.”2%®

Financial Sector Cyber Collaboration Centre: UK Finance, a major financial
trade association created in 2017, announced the creation of the FSCCC in
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2018, modeled after the FSARC in the United States.?*” FSCCC is comprised
of twenty large banks and other financial institutions working in collaboration
with NCSC, UK FSAs, and the United Kingdom’s National Crime Agency.2°8
In 2019, the BoE reported that the FSCCC will be integrated into the United
Kingdom’s financial sector crisis response framework to ensure that the
“technical coordination capability [the FSCCC] provides is incorporated into
the broader response landscape.”?*°

In addition to the models highlighted above, governments have also estab-
lished national cybersecurity agencies that may function as the primary vehi-
cle to advance systemic resilience and continuity planning.

For instance, the French government’s national cybersecurity agency, ANSSI,
established cooperation mechanisms with France’s two primary financial
authorities, ACPR and the Autorité des Marchés Financiers, in 2018.260 In the
United Kingdom, the NCSC and Government Communications Headquarters
(GCHQ) worked closely together with the UK Treasury and industry.?%! Jeremy
Fleming, head of the GCHQ, recounted an example of cooperation in a 2019
speech to a financial trade association: “Earlier this year we learned of a new
and credible threat to the banking sector. We saw an Indian bank lose around
£13m in two hours from a coordinated ATM cash scam. Within a very short
period of time we pulled together more than fifty UK financial organisations,
including many of you here today, to brief them on the threat and advise on
specific protective measures.”?%?

The most important element of cross-sector collaboration of this kind is to
connect the national security agency teams focusing on the financial sector
with other financial authorities, companies, partnerships and emerging initia-
tives. Such partnerships can enable nation-wide systemic resilience as well as
an international collective response.

Recommendation 3.1: Governments and the financial industry
should consider establishing entities to bolster their ability to assess
systemic risk and threats as well as to coordinate mitigating actions.
Existing examples of such entities include the United States’ Financial
Systemic Analysis and Resilience Center (FSARC) and the United
Kingdom’s Financial Sector Cyber Collaboration Centre (FSCCC).

Recommendation 3.2: Governments should ensure their intelligence
collection priorities include a focus on threats that could pose a risk




to the financial system. In addition to nation-state and state-spon-
sored threat actors, sophisticated criminal actors could deliberately
or (more likely) accidentally pose a risk, or they could provide the
tools and services for others’ disruptive and destructive attacks.

Recommendation 3.3: Governments should consider sharing intelli-
gence about threats that pose a risk to the financial system with other
allied, partnered, or like-minded countries.

= Supporting Action 3.3.1: To facilitate such information sharing,
governments should consider finding ways—from downgrading
classification of intelligence to broadening the pool of security
clearance issuance (for example to relevant industry profession-
als)—to facilitate the sharing of threat intelligence.

Recommendation 3.4: Financial services firms should consider join-
ing transnational networks like the Financial Services Information
Sharing and Analysis Center (FS-ISAC) and/or emulating the region-
based Cyber Defence Alliance (CDA) model to create a collective
space for the financial industry to share information and prioritize
responses to malicious cyber incidents.

Trend #2: The Growing Importance of Cyber Crime

For the first time in more than a decade, cyber crime is receiving renewed
attention among policymakers. After years when cyber warfare and nation-
state activities dominated the policy discussion, tackling cyber crime is slowly
reemerging as a priority. The WEF is putting in place a new international
Partnership Against Cybercrime bringing together government and indus-
try actors.?®® In the United States, the nonpartisan think tank Third Way has
popularized the term “cyber enforcement” and has ignited a push to move
the fight against cyber crime higher on the agenda.?4 U.S. President Donald
Trump’s administration hopes to move the U.S. Secret Service and its cyber
investigative capabilities away from the Department of Homeland Security
and place them back under the Department of the Treasury.?®> And at the
UN, Russia obtained enough votes to create a new process advancing a global
cyber crime treaty.2%6
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Recommendation 3.5: Governments should not only focus on state-
sponsored actors but also make the fight against cyber crime a
renewed priority, focusing less on time-consuming negotiations of a
new cyber crime treaty and more on direct cooperation. This is espe-
cially important given the impact of the pandemic. For example, gov-
ernments could support the WEF’s Partnership Against Cybercrime
and Third Way'’s Cyber Enforcement Initiative.

Supporting Action 3.5.1: Governments should build a framework
to strengthen and further institutionalize public-private coop-
eration to tackle cyber crime more e ectively at the national,
regional, and global levels. The World Economic Forum’s
Partnership Against Cybercrime is a promising initiative to fur-
ther advance this on the international level, and Third Way’s
Cyber Enforcement Initiative is an innovative e ort to develop
new public policy approaches aimed at strengthening public-
public and public-private cooperation to address this problem.

Supporting Action 3.5.2: The financial industry should throw its
weight behind e orts to tackle cyber crime more e ectively, for
example by increasing its participation in law enforcemente orts
and better integrating its financial crimes, fraud, and cybersecu-
rity systems in order to capture latest developments.

Supporting Action 3.5.3: Governments should prioritize and
develop law enforcement capabilities to address cyber crimes
that violate international norms, namely those targeting financial
institutions.

Recommendation 3.6: National and multilateral law enforcement
agencies should help coordinate and provide negotiation expertise
for financial institutions that have been infected with malware and
are being held for ransom by threat actors.




“Two decades ago, a group of enterprising criminals on
multiple continents—led by a young computer program-
mer in St. Petersburg, Russia—hacked into the electronic
systems of a major U.S. bank and secretly started stealing
money. No mask, no note, no gun—this was bank robbery
for the technological age. . . . We teamed up with Russian
authorities—who provided outstanding cooperation just
days after a new FBI legal attaché o ce had been opened
in Moscow—to gather evidence.”?¢”

—U.S. Federal Bureau of Investigation, account of a 1994
international cyber crime case.

A growing ecosystem of partnerships, task forces, and tools has emerged to
help law enforcement, financial institutions, and other government bodies
collectively respond to cyber crime. Many of these initiatives and tools are
ripe for further internationalization. This section outlines models that have
demonstrated success in combating cyber crime in the financial sector.

Joint Cybercrime Action Taskforce: Launched in 2014 and based at EC3
headquarters, the Joint Cybercrime Action Taskforce (J-CAT) is a standing
operational team of cyber liaison o cers from eighteen member countries.
Having the team work from a single location makes international cooperation
function more smoothly. J-CAT focuses on countering transnational cyber
crime and has conducted highly e ective operations against cyber crime
in the financial sector.?%®8 One highly successful financial sector case was
Operation Imperium, in which Bulgarian and Spanish authorities dismantled
a highly sophisticated criminal network harvesting financial data from ATMs
and point-of-sale terminals. Other examples include the November 2014
Global Airport Action.%®

Cyber Defence Alliance: The CDA is another model worth highlighting.
Established in 2015 by a small number of UK-based financial institutions,
the nonprofit works collaboratively with financial industry and law enforce-
ment agencies.?’® CDA members not only collaborate in the UK, where their
core banking operations are based, but also extend their work to subsidiary
regions, like Asian financial markets. In October 2018, CDA signed a memo-
randum of understanding with EC3 to formalize information sharing.?"

Firm-to-firm collaboration enables CDA to act as a single voice when com-
municating with law enforcement. Firms can work through the organization
to build intelligence reports and evidentiary packages that, cumulatively,
have a higher chance of resulting in law enforcement action than they would
if reported separately. CDA intentionally kept its membership small and local
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to leverage the existing trust among member banks that already worked
together outside of CDA. This trust allows member institutions to credibly
share relevant incidents, threat intelligence, and actionable recommenda-
tions on a daily basis and even during an attack on one member.

According to Cheri McGuire, former CISO at Standard Chartered, alliances
like CDA *“allow [financial institutions] to share information for cybersecu-
rity purposes among financial institutions and then . . . anonymize attribu-
tion to a particular institution that can then be shared with government or
law enforcement.”?"? Alliances that stay small and local may benefit from a
preexisting degree of trust and share similar target profiles that make future
operational collaboration relevant.

Financial Services Information Sharing and Analysis Center: Established in
the late 1990s, FS-ISAC is designed to facilitate information sharing among
financial sector entities. Although FS-ISAC has been around since 1999, it
recently launched a multiyear strategy to internationalize and broaden its
organizational footprint beyond the United States “because today’s cyber-
criminal activities transcend country borders,” according to former CEO Bill
Nelson.?”3

Over the past two decades, FS-ISAC’s membership has grown to nearly
7,000 members in over seventy jurisdictions.?’* It now operates three hubs:
the Americas hub in the United States; the Europe, Middle East, and Africa
(EMEA) hub in London; and the Asia-Pacific hub in Singapore. FS-ISAC coop-
erates with national law enforcement and cybersecurity agencies across all
of its operational regions, including Singapore’s CSA, the UK’s NCSC, and
Europe’s EC3. Other international activities include regional conferences, the
Summit of the Americas, the European Summit, and the Asia Pacific Summit;
the annual CAPS tabletop exercise with 2,000 participants from around the
world; and, hosting the CERES Forum for central banks and financial authori-
ties from ten countries.?”



Timeline of the FS-ISAC’s Expansion

2016: FS-ISAC establishes the Asia Pacific Regional Analysis Centre with the MAS.27

2017: FS-ISAC establishes regional hubs in two of the world’s financial centers, Singapore
and London.?™"

2018: FS-ISAC creates the CERES Forum.?’®
2018: FS-ISAC signs a memorandum of understanding with Singapore’s CSA.?7°

2019: FS-ISAC partners with EC3 to combat cyber crime within the European financial
services sector.?8°

2020: FS-ISAC plans to host CAPS cybersecurity exercises in the Asia-Pacific region, the
Americas, and EMEA .28

Trend #3: The Pursuit of Cyber Deterrence

Over the past five years, the U.S. government has tried to strengthen its
deterrence posture with respect to malicious cyber activity. In 2018, U.S.
Cyber Command announced its new command vision focused on “persistent
engagement.”?®2 The White House’s 2018 National Cyber Strategy outlined
a new “Cyber Deterrence Initiative,” and the U.S. Department of State has
released its “Recommendations to the President on Deterring Adversaries
and Better Protecting the American People from Cyber Threats.”?® The rec-
ommendations outline “the nation’s strategic options for deterring adver-
saries and better protecting the American people from cyber threats.”?8* In
particular, the recommendations state that

the desired end states of U.S. deterrence e orts will be (i) a
continued absence of cyber attacks that constitute a use of
force against the United States, its partners, and allies; and
(ii) a significant, long-lasting reduction in destructive, dis-
ruptive, or otherwise destabilizing malicious cyber activities
directed against U.S. interests that fall below the threshold
of the use of force.?&

To deter bad actors, the recommendations focus on imposing cost together
with “likeminded partners”
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The United States should prepare a menu of options for
swift, costly, and transparent consequences below the
threshold of the use of force that it can impose, consistent
with U.S. obligations and commitments, following an inci-
dent that merits a strong response that can have down-
stream deterrent e ects. As the United States develops
these options, it should assess and seek to minimize the
potential risks and costs associated with each of them. . ..
The United States will explore new uses of current tools and
authorities, identify ways in which existing authorities may
need to be amended, and, when necessary, develop legisla-
tive proposals for new authorities.?%® (Emphasis added.)

In September 2019, the United States, together with twenty-six like-minded
nations, issued a statement coinciding with the annual meeting of the UN
General Assembly. The statement’s key message was a warning from the sig-
natories: “When necessary, we will work together on a voluntary basis to hold
states accountable when they act contrary to this framework, including by taking
measures that are transparent and consistent with international law. There must
be consequences for bad behavior in cyberspace.”?®” In addition to the United
States, the following countries signed on to the statement: Australia, Belgium,
Canada, Colombia, the Czech Republic, Denmark, Estonia, Finland, France,
Germany, Hungary, Iceland, Italy, Japan, Latvia, Lithuania, the Netherlands,
New Zealand, Norway, Poland, the Republic of Korea, Romania, Slovakia, Spain,
Sweden, the United Kingdom.

The Rise of Cyber Sanctions

Sanctions have been a long-standing tool that governments have used to
influence other countries’ behavior. Governments increasingly rely on “smart”
sanctions, which focus on individuals or companies instead of a country’s
entire economy.?®® The overall trend toward smart sanctions focuses heavily
on the more e ective use of financial sanctions.?®

In April 2015, the U.S. government expanded its existing sanctions authorities
by adopting U.S. Executive Order 13694 (“Blocking the Property of Certain
Persons Engaging in Significant Malicious Cyber-Enabled Activities”). This
order paved the way for sanctions to be imposed specifically in response to
cyber attacks. For such sanctions to be applied, the order stated, malicious
activity must be

reasonably likely to result in, or have materially contrib-
uted to, a significant threat to the national security, foreign



policy, or economic health or financial stability of the United
States and that have the purpose or e ect of;

(A) harming, or otherwise significantly compromising the
provision of services by, a computer or network of comput-
ers that support one or more entities in a critical infrastruc-
ture sector;

(B) significantly compromising the provision of services by
one or more entities in a critical infrastructure sector;

(C) causing a significant disruption to the availability of a
computer or network of computers; or

(D) causing a significant misappropriation of funds or
economic resources, trade secrets, personal identifiers, or
financial information for commercial or competitive advan-
tage or private financial gain.?®°

These criteria outline a fairly high threshold to be met in terms of significance
and malicious intent. At the same time, such sanctions can be imposed against
individuals and other entities that are not only directly responsible but may be
complicit or have otherwise benefited from the malicious activity.

Past examples of sanctions in response to activity targeting the financial sys-
tem include:

e sanctions imposed in 2017 against entities and individuals linked to
Iran’s Islamic Revolutionary Guard Corps responsible for DDoS attacks
targeting the U.S. financial system between 2011 and 2013;?%

e sanctions imposed in 2018 and 2019 against entities and individuals
linked to North Korean attacks on financial institutions for the purpose
of generating revenue for the country’s weapons of mass destruction
program;?°2 and

e sanctions imposed in 2019 against twenty-one members of Evil Corp,
a Russia-based cyber criminal organization responsible for the Dridex
malware that targeted financial institutions and generated more than
$100 million in stolen funds.?%

Notably, the 2019 sanctions levied against members of Evil Corp included
not only those who facilitated the attacks but also individuals who recruited
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SPOTLIGHT

Since 2012, the U.S. government

has used sanctions—a political

tool to freeze the assets and block
the transactions of individuals and
entities—at least twenty times to
punish malicious cyber actors in
I[ran, North Korea, Russia, China, and
Nigeria. In 2019, the European Union
finalized its own cyber sanctions
framework,??® and in July 2020, the
bloc designated targets for the first
time.?%” Actors that have engaged in
attacks affecting the integrity of the
financial system have been targets of

both U.S. and European sanctions.?*®

Though scholars have long debated
the utility of targeted financial sanc-
tions at coercing strategic policy
change,?°? policymakers continue to
use the tool in response to a variety
of transnational threats.3°° With

and maintained “mule networks” and facilitated money laundering in the
United Kingdom and elsewhere. The leader of Evil Corp, Maksim Yakubets,
was linked to Russia’s security service but many of the other individuals
sanctioned were not linked to state entities, potentially suggesting a lower
threshold for using sanctions to counter transnational cyber crime.

The EU has also developed a framework to impose sanctions on mali-
cious actors. In 2017, the Council of the European Union adopted the Cyber
Diplomacy Toolbox, a framework for responding to malicious cyber activities.
Most significantly for the financial sector, this tool box includes the possibility
of targeted sanctions against governments, organizations, and individuals.2%4
On July 30, 2020, the EU and the United Kingdom exercised this new author-
ity to impose sanctions over malicious cyber activities on a range of Russian,
Chinese, and North Korean nationals and entities. In particular, sanctions
were imposed on Chosun Expo, an alleged front company for North Korea’s
Lazarus Group, for facilitating not only the WannaCry attacks but also for
“cyber-attacks against the Polish Financial Supervision Authority . . . as well
as cyber-theft from the Bangladesh Bank and attempted cyber-theft from the
Vietnam Tien Phong Bank.”2°®

respect to malicious cyber activity, threshold for the use of sanctions by

proponents of sanctions argue that the U.S. and the EU reflects concerns
they can, among other benefits, help

publicize attributions of wrongful

that using sanctions excessively may
encourage the development of alter-

native financial architectures that
303

behavior, satisfy audiences by “doing
something” in response to an attack, enable sanctions evasion.
deny actors the financial rewards of
cyber crime, disrupt the financing of The full contours of the European
Union's cyber sanctions frame-

work will become more apparent

cyber operations, provide opportu-
nities for international cooperation,

and reinforce norms of responsible
301

as the bloc expands its use of the
behavior. new framework, meaning that the
impact and value of sanctions as a
The U.S. government, in particu-

lar, has used sanctions hoping that,

cumulatively, the repeated imposi-

tool against malicious cyber activity
remain uncertain at this point.

tion of sanctions in response to mali- To learn more, see the article

cious cyber attacks can deter future “Countering Malicious Cyber
attacks by “increasing effort, raising Activity: Targeted Financial
risk, and reducing rewards"” associ-
ated with offensive cyber behav-

ior.392 At the same time, the high

Sanctions,” by Natalie Thompson
(forthcoming).



Trend #4: Convergence of Cyber Crimes and
Financial Crimes

The financial sector is undergoing a rapid digital transformation. Banks are
moving their operations and services online, implementing new financial tech-
nologies, and more frequently handling instantaneous transactions and faster
risk decisions. One consequence of this changing landscape is that criminals
are exploiting DFS to commit fraud and financial crime. Distinctions between
cyber crime, fraud, and financial crime are disappearing as criminal activity
operates at the intersection of all three. Figure 11 provides an example of such
convergence.

The convergence of financial crime, fraud, and cyber crime is new enough that
many law enforcement agencies and financial institutions still treat them as
separate risks. Teams that were originally designed to counter paper-based
fraud and financial crime are siloed from teams countering cyber threats,
thereby undermining an organization’s situational awareness regarding crimi-
nals that use malicious cyber activity to commit fraud or financial crime.
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black market
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defeat fraud
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Staying-ahead-of-cyber-crime.pdf.

A cyber criminal group undertakes a wave of cyber attacks
to steal personal information with the aim of selling that
data online—millions of personal records have been stolen CONTROL

FRAUD

The data is traded through a variety of black market fora at
prices to refect its worth to the criminal community—the data
are rapidly traded through a variety of black market fora at
prices reflecting the data’s value to the criminal community

A second criminal group uses this information to
masquerade as the individuals whose data have been stolen

CYBER THREAT INTELLIGENCE

The comprehensive personal data available to the cyber
criminal allow them to defeat most fraud checks by
successfully impersonating the compromised individual

Source: UK Finance, “Staying Ahead of Cyber Crime,” April 2018, https://www.ukfinance.org.uk/system/files/
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Recent massive fraud of coronavirus-related unemployment insurance pay-
ments and other government payments has underscored the need to address
the convergence of cyber and fraud. In May 2020, the U.S. Secret Service
warned of a transnational criminal scheme that used stolen personally identi-
fiable information to submit fraudulent claims.3%4

Sophisticated malicious actors can move very quickly from illicitly accessing
a system to initiating fraudulent payments and cashing out. A bank’s cyber-
security team may be able to detect network intrusions, while the bank’s anti-
fraud team may manage transaction controls. However, these teams are often
isolated from one another, and the delay in coordinating across silos may give
criminals enough time to get in and cash out. The Carbanak attacks, which
used malware to target financial institutions and led to the theft of $1 billion,
are a good illustration of how criminal groups exploit such gaps.

Fusing Cyber Threat Intelligence and Financial Intelligence

The convergence of financial crime, fraud, and cyber crime also presents new
opportunities to disrupt malicious activity by fusing financial intelligence and
cyber threat intelligence. Finding ways to leverage these capabilities could
also help governments detect and respond to malicious activity targeting the
financial sector.3°®

The U.S. Secret Service, one of the largest law enforcement agencies focused
on fighting financial cyber crime, reorganized itself in July 2020 to address
this convergence. The U.S. Secret Service combined its Electronic Crimes and
Financial Crimes task forces into a merged network known as the Cyber Fraud
Task Force. “In today’s environment, no longer can investigators e ectively
pursue afinancial or cybercrime investigation without understanding both the
financial and internet sectors, as well as the technologies and institutions that
power each industry,” the U.S. Secret Service explained.®°® The U.S. Secret
Service also announced plans to expand its Cyber Fraud Task Force network
from forty-two o ces in the United States and two o ces abroad to 160
o ces worldwide.3%’

The financial sector is also recognizing the need to fuse these functions. UK
Finance has argued that “only by breaking down the barriers between the
cyber security, fraud and financial crime disciplines can we really hope to
counter cybercrime.”*°8 Standard Chartered has already joined its fraud, anti-
money laundering (AML), and cyber crime teams into a single center which
“reduced operating costs by approximately $100 million.”30°



Leveraging Financial Intelligence Units to Address Cyber Threats

In 2019, the U.S. Department of the Treasury restructured the Financial
Crimes Enforcement Network (FINCEN) and established the new Cyber and
Emergent Issues Section under the Strategic Operations Division.3!° Aligning
these intelligence sources will become even more important as financial intel-
ligence units (FIUs) focused on AML and counter terrorist financing improve
their capabilities to track and isolate digital currencies, a common money-
laundering instrument used by cyber criminals:

e Australia: Australia’s National Cybersecurity Strategy (2020) pledges
that the Australian Transaction Reports and Analysis Centre’s “finan-
cial intelligence expertise will be harnessed to target the profits of
cybercriminals.”

e Canada: In 2019, FINTRAC, Canada’s FIU, expanded its cooperation with
the Royal Canadian Mounted Police to counter cyber-enabled fraud.3"

e Indonesia: In 2018, the Indonesian Financial Transaction Reports and
Analysis Center leveraged its new cyber crime unit to assist in a card-
skimming fraud that used cryptocurrencies.3?2

e France: In 2018, France’s FIU, Tracfin, established a new investigative
division for financial cyber crime to “increase its expertise and expand
its investigative capabilities, particularly for analysis of crypto-asset
transactions.”3!3

e South Africa: In 2018, South Africa’s FIU, the Financial Intelligence
Centre, launched an initiative focused on countering cyber crime and
cyber-enabled fraud.®!

Recent actions taken by the U.S. government against FIN7, a crime ring known
for cyber attacks against financial institutions, demonstrate how financial
intelligence strengthens law enforcement response to cyber criminals. In addi-
tion to U.S.-led indictments and arrests, the U.S. Department of the Treasury
sanctioned seventeen members of FIN7 and released “previously unreported
indicators of compromise,” based on intelligence from FinCEN.3®

FIUs collect the bulk of their intelligence through suspicious activity reports
(SARs) or suspicious transaction reports (STRs), which are submitted by
banks when they identify a transaction that raises a red flag. To improve the
FIU intelligence collection process, some governments, like those of Japan,®®
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the United States, and the United Kingdom,®’ have started to require that
banks include cyber indicators in their SARs/STRs in a standardized format.

Importantly, the convergence of financial crime and cyber crime may be an
opportunity for countries to overcome barriers to international coopera-
tion. There is no international consensus on the definition of a “cyber crime”;
some governments, like Russia and China, advocate for a broader definition
that includes information-related harms, which is challenging to reconcile
with Western values of free speech. However, there is a much stronger inter-
national consensus around definitions of financial crime, developed in part
through the FATF’s work on terrorist financing and in part by countries’ mutu-
ally shared interest in maintaining the integrity of the global financial system.
Governments may be more willing to cooperate to combat cyber crime target-
ing financial institutions if cooperation is framed through the lens of financial
crime rather than cyber crime.

FIUs and other financial crime authorities already have an established rhythm
of global cooperation. For example, in December 2019, law enforcement
authorities from thirty-one countries, 650 banks, and seventeen bank associa-
tions cooperated for the fifth European Money Mule Action (EMMA 5), which
resulted in 228 arrests, and disruption of over 3,800 money mules.*'® The
European Union has already begun integrating its treatment of cyber crimes
and financial crimes by making cyber crime a predicate o ense to money
laundering through the 2018 Directive on Countering Money Laundering by
Criminal Law.3"®

Malicious actors have so far taken advantage of gaps among cybersecurity,
AML, and fraud prevention teams across financial institutions and law enforce-
ment. Fusing these functions may not only harden the defenses of the financial
system but could also improve authorities’ capacity to respond to malicious
activity by tracing adversaries’ financial activity, denying their access to funds,
and disrupting their financial infrastructure and mule networks.

Recommendation 3.7: The FATF should explore how the existing
regime to detect and counter money-laundering as well as terrorist
and proliferation financing could be leveraged to fight cyber attacks
more e ectively.




CHAPTER 4

PRIORITY #4:
CYBERSECURITY
WORKFORCE CHALLENGES

Build the cybersecurity workforce required to turn
ambitions into actions by assessing and expanding effective models for addressing

workforce challenges including limited pipelines and a lack of diversity.
O Workforce

Cybersecurity Workforce in the Private Sector 111

Problem Statement: The Cybersecurity Talent Shortage

Although exact numbers vary, experts agree that a significant gap exists
between supply and demand in the cybersecurity workforce across sectors. A
2019 projection by the International Information System Security Certification
Consortium stated that the cybersecurity workforce needs to grow by 145 per-
cent to meet global demand and that the current shortfall amounts to approxi-
mately 4 million individuals.®?° “Both banks and financial market infrastructures
[in Europe] are struggling to find sta  with the skills and experience needed to
fendo cyber-attacks,”™? a member of the ECB’s Executive Board noted in 2019.

The financial sector has always been one of the largest employers of cyber-
security talent. One reason for the high demand is that cyber criminals have
been targeting financial institutions since the early days of the internet. Yet the
financial sector’s demand for cybersecurity talent has been growing in recent
years. One reason is higher expectations from financial regulators, espe-
cially following the 2016 Bangladesh incident. A year later, in 2017, eighteen
of the FSB’s twenty-five member jurisdictions reported plans to release new
rules addressing cybersecurity in the financial sector.®22 This rapid worldwide
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increase in cybersecurity regulatory activity is illustrated by a recent survey
among financial CISOs who said that close to 40 percent of their time was
spent “reconciling cybersecurity and regulatory frameworks.”*?® Other fac-
tors include the general evolution of the cyber threat landscape and growing
awareness among senior executives of cybersecurity’s importance.3?

Other sectors—including governments and central banks—have di culty
competing with the financial industry for cybersecurity talent. Industry o ers
the highest salaries for cybersecurity professionals globally.32® An unintended
consequence of updating financial regulations focused on cybersecurity is
that it will drive well-resourced financial institutions to siphon even more
cybersecurity professionals from the already limited pool, exacerbating the
workforce challenge for nonfinancial critical infrastructure sectors. (It will
also draw talent away from central banks and government agencies. Carnegie
plans to tackle the workforce challenge faced by these organizations through
a separate project.)

Mapping the Status Quo: Existing Efforts
to Address the Workforce Shortage

Existing cybersecurity workforce initiatives range from internal upskilling and
retraining programs to cybersecurity competitions, partnerships with post-
secondary education institutions, and apprenticeships, among others.32¢
They can be grouped into five approaches to tackle the current challenges:

1. Expand the pipeline bringing in new talent

This means encouraging greater numbers of talented people to enter the
cybersecurity workforce, for example, by encouraging more high school
students to pursue computer science degrees.

‘ ‘
SIZE OF EXISTING WORKFORCE SIZE OF FUTURE WORKFORCE

2. Better identify existing talent and match it with those seeking it

This means maximizing the use of the existing workforce, including through
diversity initiatives to identify and attract talent that is otherwise neglected.

LIMITED HIRING FROM EXISTING WORKFORCE MAXIMIZED HIRING FROM WORKFORCE



3. Re-train sta currently in other areas to become part of the cyber
workforce

This includes initiatives undertaken as part of “Future of Work” planning

e orts.
WORKFORCE IN WORKFORCE IN WORKFORCE IN WORKFORCE IN
OTHER AREA CYBER AREA OTHER AREA CYBER AREA

4. Reduce demand through technological innovation

Innovations could include replacing technology to reduce the attack sur-
face, thereby limiting the work required to protect it; or using pooled ser-
vices with respect to threat intelligence or other needs.

DEMAND ON DEMAND ON
WORKFORCE WORKFORCE

WORKFORCE WORKFORCE

5. Improve retention of the current workforce

This includes o ering competitive salaries, opportunities for promotion,
and a more inclusive culture.

>
EXISTING SHARE OF MINIMIZING WORKFORCE
WORKFORCE DEPARTURES DEPARTURES

Workforce retention is a particular challenge for organizations in developing
and emerging countries, where sta may not only switch from government
to industry and vice versa but may leave the country altogether as part of a
cybersecurity brain drain.%?’
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“We have a specific problem in emerging economies. I've
met a number of excellent cybersecurity people in banks in
East Africa—but once their profile rises, they’re poached

by banks/fintechs in Europe/North America. This brain
drain leaves Africa exposed. Creating a much broader pool
is clearly the answer, but that’s going to take a long time.”3?8
—Paul Makin, cybersecurity expert focusing on

financial inclusion

Financial institutions themselves have been advancing a series of initiatives.
Some key examples include:

Apprenticeships: Examples include Zurich Insurance Group’s Cyber
Security Apprenticeship program, which has built on the company’s
broader apprenticeship experience.®?® The Cybersecurity Workforce
Alliance (CWA), founded by SIFMA and CISOs of major financial insti-
tutions, partners with educational institutions to provide students with
courses, mentors, and apprenticeships in cybersecurity.3°

Educational Partnerships: JPMorgan Chase has provided funding to sup-
port the Florida Center for Cybersecurity, based at the University of South
Florida;**! and the Capital One Foundation has provided grants to commu-
nity colleges seeking to develop cybersecurity career programs.332

Public-Private Partnerships: Mastercard helped launch the Cybersecurity
Talent Initiative, which provides college graduates with $75,000 in stu-
dent loan assistance, a two-year placement at a federal agency and, upon
completion of the placement, a full-time position with Mastercard or
another private partner.33?

Nonprofit Partnerships: U.S. Bank has invested in youth-focused cyber-
security programs, working with nonprofits like Technovation, Girls Who
Code, and the Girl Scouts of Western Ohio to attract girls and women into
cybersecurity careers. 34

Reskilling Programs: JPMorgan Chase is piloting a program called Skills
Passport within the bank’s IT department to assess which employees
could be retrained for cybersecurity roles.33%

Cybersecurity Competitions: Barclays hosted a cybersecurity competi-
tion in 2018 to attract talent.3¢



e Grants: In 2018, the MAS unveiled a Cybersecurity Capability Grant to
assist the local financial sector’s cyber resilience, including through work-
force development.®%”

Recommendations: Assessing Effectiveness
and Expanding Effective Models

Existing initiatives like the ones listed above are important and much needed
to address the workforce shortage. Nonetheless, many questions remain.
Which of the existing initiatives are most e ective? Which can be scaled most
easily? Which have the greatest return on investment? A comparative anal-
ysis that could answer such questions does not yet exist. In addition, more
granular insights are needed. For example, it is unclear how the financial sec-
tor's demand for talent is distributed across entry-level, mid-level, and senior-
level positions. Filling entry-level positions is a di erent challenge compared
to filling mid- and senior-level positions.

Financial institutions have their own firm-specific interests in finding answers
to these questions. Moreover, large financial institutions are in the unique
position of using multiple models to overcome the workforce challenge, there-
fore enabling comparisons among them. Preliminary research suggests that
financial institutions believe workforce development to be a sector-wide,
rather than a firm-specific problem and are willing to consider sharing data
as a cooperative win-win, as opposed to a competitive win-lose prospect. In
addition, investing in the future of the cybersecurity workforce aligns with
existing corporate responsibility initiatives and could address broader pub-
lic policy problems. Meanwhile, financial regulators have incentives to mini-
mize unintended regulatory consequences and to support the private sector
in achieving a more robust and diverse workforce.

Recommendation 4.1: Financial services firms should prioritize their
e orts to address cybersecurity workforce challenges, ranging from
the limited talent pipeline to the lack of diversity in the workforce.
The high rate of unemployment in the wake of the coronavirus pan-
demic represents an important opportunity to retrain and hire talent.

= Supporting Action 4.1.1: Large financial services firms should form
a dedicated working group to collect, compare, and assess data
about their own current workforce and related initiatives with the
goal of assessing those initiatives’ e ectiveness and scalability
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and addressing the broader cybersecurity workforce challenges
faced by individual firms, the sector, and countries.

= Supporting Action 4.1.2: Following an assessment of the e ective-
ness and scalability of existing models, the dedicated working
group should share best practices and lessons learned and issue
recommendations for how the financial services sector can bet-
ter address cybersecurity workforce challenges.

* Supporting Action 4.1.3: Financial authorities, central banks, and
ministries of finance should explore how they could help expand
e ective cybersecurity workforce initiatives. This would help
alleviate the unintended consequence of financial services firms
hiring more talent to comply with recently increased regulatory
expectations, which exacerbates the workforce shortage for
other sectors that cannot compete with financial sector salaries.

Recommendation 4.2: Financial services firms should provide finan-
cial and other resources to help augment e ective cybersecurity
workforce initiatives, especially those focusing on building and wid-
ening the cybersecurity professional pipeline, including high school,
apprenticeship, and university programs.

From Recommendation to Implementation

In May 2020, after receiving positive feedback about the idea, Carnegie
invited financial institutions to sign up for a dedicated working group like the
one described in Supporting Action 4.1.1—thus opening the door to move from
recommendation to implementation. The financial institutions that signed
up for this working group are: Bank of America, Capital One, HSBC, Intesa
Sanpaolo, JPMorgan Chase, Morgan Stanley, Options Clearing Corporation,
Standard Chartered, UBS Group AG, Visa, and Zurich Insurance Group.

More details about the findings of this working group will be made available
at the end of 2020.



Cybersecurity Workforce in the Public Sector

Problem Statement: The Challenges of Public Sector
Workforce Development

Cybersecurity has become a top concern for central banks, ministries of
finance, and other financial supervisory authorities.®*® At the same time,
these public institutions face a unique mix of challenges related to hiring
and retaining sta with expertise and experience in this area. The biggest
workforce development challenge for public institutions is that they cannot
typically compete for talent with the private sector based on salary alone. In
addition, financial sector authorities compete not only with the private sector
but also with authorities in other jurisdictions. That is why public institutions
must often find other ways than salary to make their workplace appealing to
potential and current employees.

When considering other incentives, it is worth noting that public institutions
operate in a unique environment, which can drive similarly unique career
development opportunities:

e Public institutions rarely focus on only one area of cybersecurity, as they
must field a defense across a range of specialties. This breadth of focus
presents opportunities for employees to move through the organization,
learning as they go.

e Public sector institutions often have unique authority and access to infor-
mation, providing unique work opportunities that other employers cannot
replicate.

e Like most workers, cybersecurity employees are motivated to work in
jobs where the mission matters; public sector employers can emphasize
the value of public service in workforce development e orts.

In addition, the assertion that public sector employers can never compete
when it comes to salary is an oversimplification. For example, in the United
States, federal government jobs requiring only a high school education or a
bachelor’s degree tend to pay more than comparable jobs in the private sec-
tor; however, employees in the public sector with advanced degrees made
about 24 percent less than their industry counterparts.®*° The salary gap is
greater in a highly competitive hiring market like cybersecurity, and govern-
ment employers certainly do struggle to compete with private sector salaries,
but the gap is not insurmountable.34°
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Other factors like learning opportunities, work environments where employ-
ers take security seriously, and personally rewarding mission sets can coun-
terbalance the gap in pay.®* One of the primary reasons cybersecurity
employees leave their jobs is because they lack promotion and development
opportunities.34? Conversely, an employer’s willingness to o er educational
opportunities is one of the major drivers of recruitment and retention.343

Mapping the Status Quo: Existing Models in
Public Institutions

Public institutions can take advantage of their unique characteristics through
a range of workforce development tools including: (1) career path planning,
(2) rotational programs, (3) upskilling, (4) work-based learning, (5) hiring
requirement exemptions, and (6) public-private partnerships.

1. Career Path Planning: Because employees in cybersecurity roles value
jobs that allow them to grow and develop, employers that cannot o er
lavish salaries can still compete for talent by o ering career paths that
demonstrate growth and learning potential. Clearly defining a path of
possible promotions and creating clear and specific criteria for promotion
help to mitigate unconscious bias in promotions.344 This clarity demon-
strates that a workplace provides room to grow and that the employer has
implemented thoughtful policies regarding fair treatment of employees.

For example, the U.S. Interagency Federal Cyber Career Pathways
Working Group builds on existing e orts to provide an adaptable tem-
plate for employees’ progression and mobility through the workforce
among the twenty-four participating departments and agencies.34°
Modeled after prior successes, this initiative allows employees to pursue
two distinct tracks: a supervisory/leadership track and an individual con-
tributor track. This reflects the reality that not all cybersecurity experts
want to be managers; some would prefer a nonsupervisory technical
role. Building career paths that enable these employees to thrive bolsters
retention and infuses the workforce with elite talent.

2. Rotational Programs: With careful planning and standardized job
descriptions, organizations with cybersecurity roles in multiple depart-
ments, 0 ces, or other components can take advantage of rotational pro-
grams. In the United States, both the legislative and executive branches
of government have proposed creating cybersecurity rotational programs
that move employees among federal departments.4® Rotations into new
or adjacent roles provide room to learn while relying on the same basic
fundamental skills. This can be valuable at any stage in an employee’s



career but is particularly helpful for entry-level employees who may not
yet know what type of work is most interesting to them.

A good example is the U.S. National Security Agency’s development pro-
gram.®#” Upon hiring, entry-level employees rotate through a series of
positions over the span of three years, allowing them to “enhance their
skills, improve their understanding of a specific discipline and even cross-
train into a new career field.”**® Thus, employees acquire an evolving
series of opportunities and a clear indication that the employer values
their development, while the agency gains a workforce that has broad
knowledge of the organization and its various functions.

. Upskilling: Public institutions likely already employ personnel in fields
that are adjacent to cybersecurity, like information technology (IT)
support, audit and compliance specialists, and risk analysts. Employer-
sponsored training could allow these workers to grow into future work
in cybersecurity. One particular challenge to executing upskilling pro-
grams e ectively is aligning them with established career pathways. For
example, a mid-career employee may not have the discipline-specific
knowledge needed to move laterally into a mid-career level cybersecu-
rity position but is unlikely to want to move to an entry-level position and
start over.34° The Federal Cybersecurity Reskilling Academy in the United
States is attempting to address this challenge,®*° drawing on a pool of
employees without an IT background who volunteered from positions
across the federal government.

. Work-based Learning: Fewer than a quarter of surveyed cybersecurity
professionals feel that education programs are preparing students to enter
the industry,®! seeing hands-on experience as a better way of acquiring
the necessary skills. In addition to using internships as a way to connect
early-career workers with experience, some U.S. employers are beginning
to experiment with registered apprenticeship programs in cybersecurity.
Cybersecurity apprenticeships in U.S. public institutions are rare, but they
exist,®5? and the potential for growth is generating interest.®2 In countries
with a greater cultural familiarity with apprenticeships—for example, the
United Kingdom3“4—cybersecurity apprenticeship programs are already
underway, o eringacompelling recruiting pitch for promising candidates.

. Hiring Requirement Exemptions: To preserve a fair hiring environment,
public institutions often implement requirements for new hires, specify-
ing that they be from specific populations (for example, veterans), pos-
sess certain non-negotiable qualifications (for example, a bachelor’s
degree in a specific field), or be hired via specific pathways. However,
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in the highly competitive market for cybersecurity talent, these require-
ments become increasingly burdensome. One tool to address this issue is
a dedicated hiring system for cybersecurity professionals that bypasses
these requirements.% Creating such a program requires a very clear and
standardized definition of what constitutes a cybersecurity role. It is true
that exempting cybersecurity professionals from standards and require-
ments that the rest of the workforce must still observe may not be uni-
versally popular.*® However, creating flexibility does help to mitigate
bureaucratic barriers in cybersecurity hiring.

. Public-Private Partnerships: Employers often perceive cybersecurity hir-

ing through the zero-sum perception that employers are competing with
one another for a fixed pool of talent. A more sustainable long-term plan
is for stakeholders to build a stronger cybersecurity ecosystem over-
all. For example, the Australian federal government established a non-
profit organization, AustCyber, to cultivate an Australian cybersecurity
ecosystem,*¥” including building a pipeline for cybersecurity talent. The
project is set up to receive government grant funding as well as to o er
matched funding for industry-led projects. This enables a hub for gov-
ernment collaboration with industry partners toward the shared goal of a
stronger cybersecurity workforce.

Talent recruitment programs o er another potentially fruitful opportu-
nity for public-private collaboration on cybersecurity workforce develop-
ment. The aforementioned Cybersecurity Talent Initiative in the United
States, for example, is a partnership between a number of government
0 ces and corporations.®®® The partners combine on-the-job learning
in federal o ces and corporate-funded tuition support for those partici-
pants who eventually choose jobs in the private sector. While not ideal for
the federal government from a retention standpoint, federal workplaces
nonetheless benefit from the recruitment opportunity. In particular, such
arrangements allow federal workplaces to interact with program partici-
pants who might otherwise go directly to the private sector, giving gov-
ernment o ces a greater chance of retaining this talent than they would
otherwise have had.

Talent exchange programs are another promising route for public-private
cooperation. For example, the U.S. Department of Defense has estab-
lished the Defense-Industry Talent Exchange Pilot Program to tempo-
rarily detail civilian employees to the private sector while placing private
sector employees in public sector jobs.*%° The program o ers an opportu-
nity to forge stronger relationships between the Pentagon and its industry
partners while o ering participants a unique opportunity to gain a more
multidimensional understanding of their field.



A few additional challenges hamper public institutions’ e orts to hire cyber-
security talent. These include limitations on hiring foreign nationals, security
clearance requirements for some positions,*° the absence of a classification
and monitoring system for the cybersecurity workforce,® and related limita-
tions in the ability to assess the success of workforce initiatives.

Lessons Learned From Select Financial Centers

“Aregulator is little more than its sta . The recruitment,
development, and retention of sta must be the number
one priority.”

—Lyndon Nelson, Bank of England, summer 2020

Lessons From the UK

Recognizing that supervision was becoming an increasingly specialized activ-
ity, in 2005, the BoE reorganized its structure and created more special-
ist teams. The BoE now centralizes its risk specialists, including cyber risk
experts, into a single Supervisory Risk Specialists Directorate. According to
Lyndon Nelson, “This was a very positive move. We benefited from econo-
mies of scope and scale. Specialists liked to be with other specialists and
enjoyed learning from each other.”

To build its cyber risk team, the BoE prioritizes recruiting and retaining
experts that understand social engineering, human behavior, and operations,
not “reformed ‘hackers.”” The cyber risk team has a diverse background of
industry experience, including CISOs, consultants, technology specialists,
and simulation experts. According to BoE 0 cials, the BoE’s model of central-
ized talent provides:

« “Flexible use of in-depth expertise to deal with the big issues. [The BoE]
uses cross-firm work, data, and analytics to drive insights beyond the sum
of [its] firm-specific work.”

e The ability to “define job roles that recognize this experience as well as
to o er dedicated salary premiums which reflect this expertise.” Experts
from the BoE note that “we still do not compete with the top tier of finan-
cial services firms, but it does make a di erence.”

e The ability to “concentrate sta from diverse industry backgrounds with
exceptional experience and skill who are attracted by the [employment]
proposition.”6?

SPOTLIGHT

The Aspen Institute runs a
sector-agnostic working group
focusing on the cybersecurity
workforce in the United States
with a specific focus on how to
improve the classification, mea-
surement, and overall data. See:
https://assets.aspeninstitute
.org/content/uploads/2018/11/
Aspen-Cybersecurity-Group-
Principles-for-Growing-and-
Sustaining-the-Nations-
Cybersecurity-Workforce-1.pdf
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The BoE’s model relies on its ability to attract specialists from the deep talent
pool anchored to London, one of the world’s global financial centers. The BoE
anticipates that many of its sta will eventually move on, often to the private
sector.®®® Its employment proposition—providing a market-wide perspec-
tive and insight into a premier regulatory body in exchange for an individual’s
expertise—may not be sustainable for central banks that lack the same pres-
tige or thick labor markets.

Lessons From Singapore

The MAS has undertaken several unique initiatives that tackle the cybersecu-
rity workforce challenge in three ways: (1) building a local talent pipeline, (2)
developing internal talent, and (3) convening international talent.

(1) Building a local talent pipeline: The MAS focuses on developing a pipe-
line of cybersecurity talent within its jurisdiction that both the MAS and
Singapore-based financial institutions can draw from.3%#4 Examples include:

e Cybersecurity Capability Grant: Launched by the MAS in 2018 to sup-
port Singapore-based financial institutions in establishing, expanding,
or relocating cybersecurity functions to Singapore, these grants can be
used to build up cybersecurity infrastructure capabilities and the talent
pipeline. This facilitates the transfer of cybersecurity skill sets from over-
seas 0 ces and deepens the cybersecurity skill sets of local employees,
including Singaporeans.3®

e TeSa FinTech Collective: Launched in 2017 by the MAS, in partnership
with local universities, government agencies, and financial associations,
this program aims to jointly develop industry-ready professionals capable
of meeting the demand for emerging ICT skills like cybersecurity.®® The
program enhances preemployment and continuing education training for
undergraduates, postgraduates, and working adults, especially fintech
professionals, in emerging ICT skills.

e FS-ISAC’s Asia Pacific Regional Analysis Centre: Launched by the MAS
and FS-ISAC, the center provides internship opportunities where stu-
dents gain exposure to real world cyber threats to build up their skills in
cybersecurity.3%’

(2) Developing Internal Talent: The MAS charts out cybersecurity person-
nel learning and development through an internal Professional Requisites and
Outcomes Framework, outlining a cybersecurity learning pathway and rele-
vant certifications (such as ITIL, CISM, and CISSP).358



(3) Convening International Talent: The MAS oversees a major global finan-
cial center but must operate in Singapore’s labor market, which is small rela-
tive to those in other major financial centers. Consequently, the MAS relies in
part on attracting international cybersecurity talent.

Lessons From Italy

[talian financial authorities—including the Italian securities regulator
CONSOB, the Bank of Italy, and the Ministry of Economy and Finance—priori-
tize retention of cyber talent through professional development programs.36°
For example, the Bank of Italy’s Human Resources Directorate has designated
cybersecurity skills as a strategic competency to shape and prioritize recruit-
ment. Furthermore, specific cybersecurity training pathways are designed
by internal experts and external consultants. Both the Italian Ministry of
Economy and Finance and the Bank of Italy improve retention with rotational
programs that provide employees with opportunities for work experiences in
other institutions at both national and international levels.

Lessons From Hong Kong

The Professional Development Programme is one of three pillars of the
Cybersecurity Fortification Initiative launched by the Hong Kong Monetary
Authority (HKMA). This program is designed to increase the number of
qualified cybersecurity professionals in the Hong Kong special administra-
tive region. Together with the Hong Kong Institute of Bankers and the Hong
Kong Applied Science and Technology Research Institute, the HKMA has
developed a local training program and certification scheme for cybersecurity
professionals.®7°

Lessons From Other Regulators

A recurring theme among financial authorities is that they cannot compete
with the salaries of the private sector.3”* Although government starting sala-
ries are attractive for cybersecurity professionals in some countries, public
institutions tend to lose sta to the private sector as their skills mature. Public
sector employers therefore try to attract talent with an employment proposi-
tion that emphasizes: (1) a call to public service, (2) job security, (3) work-life
balance, and (4) the opportunity to work on a wide range of technical proj-
ects.3”? Some central banks o er specific degree programs to attract high
school graduates with a clear career path within the institution.

There is no silver bullet workforce development strategy appropriate for all
financial authorities. What works in one jurisdiction might have less success
in another. For example, as the BoE’s Lyndon Nelson explained: “In the more
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developed economies, the regulator is not able to compete on salary and in
many cases also on reputation. In less developed economies, the position
is often reversed, with the regulator or central bank attracting some of the
brightest and best of a country’s talent.”s”® In determining the right strategy,
regulators should consider their external limitations and unique employment
propositions.

Regulators that can o er su cient prestige to compensate for lower pub-
lic sector salaries might prioritize external recruitment and rotational pro-
grams.®™ The BoE, for example, can recruit sta with diverse industry
experience because it operates in a thick labor market and provides sta with
experience that will be valued in the private sector. Similarly, the ECB has rota-
tional programs to bring in experts from other eurozone central banks.%"

Regulators that cannot compete with private sector salaries might also pri-
oritize upskilling internal talent and developing local talent pipelines. The
Reserve Bank of India, for example, prefers to focus on upskilling its internal
talent because of private sector competition.3®

Financial authorities are exploring innovative mechanisms to address their
workforce shortages. Some regulators increasingly rely on contractors.
Others have special authority to temporarily o er their employees “mar-
ket price compensation.”®’” In interviews, many regulators expressed inter-
est in developing a model for shared cybersecurity talent that would support
all financial authorities within a jurisdiction, arguing that this model might
improve specialization.

Recommendation 4.3: Government agencies and financial authori-
ties should identify, improve, and better promote their employment
proposition to cybersecurity professionals, including: (i) exposure to
and responsibility for a broad range of technical issues, (ii) access
to cutting-edge information and authorities, (iii) providing a market-
wide perspective valued by the private sector, (iv) job security, and
(v) a service mission to the public.

= Supporting Action 4.3.1: Leaders of financial authorities, and law-
makers when needed, should create mechanisms that give hiring
managers greater flexibility, for example allowing them to o er
salaries to cybersecurity professionals that are competitive with
those o ered by industry.




Supporting Action 4.3.2: Financial authorities should design their
workforce plans based on the assumption that sta will leave
their positions after a few years rather than stay for the medium
or long term. This provides the opportunity to think of such sta
as a resource that will build capacity for the sector more broadly
and to minimize risk resulting from sta turnover. This action will
likely require organizations to maintain additional headcount on
the assumption that some number of positions will be routinely
vacant until replacements are hired.

Supporting Action 4.3.3: Financial authorities should establish
secondment mechanisms with government agencies that employ
sta with cybersecurity expertise. Financial authorities may be
able to attract and retain cybersecurity professionals more
e ectively by o ering opportunities to work on cybersecurity
challenges in other government agencies, or with private sector
companies. At the same time, other government agencies tend to
have limited situational awareness of the financial infrastructure
and processes and could benefit from the expertise of seconded
cyber supervisors and regulators.

Supporting Action 4.3.4: Financial authorities should establish
secondment mechanisms with the financial services and tech-
nology sectors. Thiswill o er opportunities for increased knowl-
edge transfer and cybersecurity capability adoption by both
public and private sectors. Both sectors could benefit from expo-
sure to alternative cybersecurity risk and operational perspec-
tives, as well as initiatives and technologies that may be brought
back to their home organizations for implementation.
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CHAPTER 5

PRIORITY #5:
CAPACITY-BUILDING

Align and expand capacity-building efforts
across all three core pillars for those seeking assistance.

© Capacity-Building

Problem Statement: Making Sense of the
Nebulous Term “Capacity-Building”

The 2016 Bangladesh incident was a wake-up call for central banks and
financial authorities around the world that the threat landscape had evolved
beyond criminal activity, and certain threats could now pose systemic risk.
The aftermath of the incident also revealed a significant gap in capacity to
address cybersecurity. The IMF received significantly more requests from
member states for guidance and assistance, and central banks and govern-
ment agencies even in some G7 member states only had one or two sta
members focusing on cybersecurity. Since the 2016 wake-up call, organiza-
tions have been busy sta ng up, updating regulatory and policy frameworks,
and integrating new technologies.

Cybersecurity capacity-building has therefore become a growing priority,
especially considering the rising numbers of state-sponsored attacks and the
increase in fraud during the coronavirus pandemic. At the same time, “capac-
ity-building” is an amorphous term and requires clarification before we can
progress from concept to action. Key questions are: What is it? Who does it?
How is it done?

What is it? Capacity-building can be defined as “a way to empower individu-
als, communities and governments to achieve their developmental goals by
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reducing digital security risks stemming from access and use of Information
and Communication Technologies.”® It can cover the spectrum from preven-
tion to response, as illustrated in Figure 12.

Who does it? Capacity-building can involve a variety of actors ranging from
national to international figures and from government to nongovernmental
stakeholders.

How is it done? This depends on whether the capacity-building in question
focuses on policy, regulation, standards, organizational culture, or training.
A growing literature on cybersecurity capacity-building o ers frameworks,3"°
principles,*8° and lessons learned.®®! Scholars also point to well-known chal-
lenges in other capacity-building e orts, ranging from overall questions about
e ectiveness,’®? asymmetric power dynamics, and the political interests of
funders.383

In the context of this strategy document, cybersecurity capacity-building with
respect to the financial system can be further broken down into how it aligns
with the various core pillars. Table 4 provides a partial mapping of ongoing
e orts in terms of the strategies laid out in this report. The IMF’s capacity-
building, for instance, focuses on increasing resilience, whereas the capacity-
building e orts of the UNODC and the World Bank focus on strengthening
law enforcement capacity.®®* UNIDIR o ers materials for diplomats focusing
on cybersecurity norms, and the AFI provides a guide on cybersecurity in the
context of DFS.385 Capacity-building in the private sector includes e orts by
the major cloud service providers to help their clients build capacity through
dedicated education and training programs.®®¢ And in some parts of the
world, industry carries out its own private capacity-building due to local gov-
ernments’ limited ability to provide such services.

To narrow the focus, this strategy report provides a mapping but will not focus
in depth on capacity-building e orts to tackle cyber crime or capacity-build-
ing e orts focusing on the diplomatic corps. Such e orts already date back
at least a decade, are more mature, and have already received attention from
initiatives like the aforementioned WEF Partnership Against Cybercrime,®’
Third Way’s Cyber Enforcement Initiative, and the Global Forum on Cyber
Expertise (GFCE).38 The biggest challenge for these e orts is how they inter-
connect with each other, a challenge that several of the recommendations
outlined in this report hope to address.



Figure 12: One Way to Conceptualize Cybersecurity Capacity-Building
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= Cybersecurity strategy and legislation: substantive and procedural laws, criminalization
of certain acts, respect for fundamental freedoms, etc.

* Cyber procedures: technical, administrative, and procedural measures to protect systems

= Sustainable and scalable training for law enforcement professionals, judges, and
prosecutors

dIINVYIN

[ KJ
fj Q COLLECTIVE CAPABILITIES

NOST3IN

Axes of = Multistakeholder participation and dialogue
Capacity-Building

= Cyber procedures: reporting of security breaches and accidents 29
1

= Sustainable and scalable training for law enforcement professionals, judges, prosecutors,
and IT security specialists

* Interagency cooperation

ﬁﬁ w*-zv: INTERNATIONAL CAPABILITIES

* Contributions by donors and coordination of efforts
= 24/7 points of contact

= Harmonization with international legal instruments, e.g. the Budapest Convention
on Cybercrime

= |dentification and sharing of good/bad practices

Developmental
Outcomes

30V 3Id TYNOILYNYILNI dO4 LNFWMOANIT FIDINAVYD

Source: European Union Institute for Security Studies, “Riding the Digital Wave—The Impact of Cyber Capacity Building on Human
Development,” December 2014, https://www.iss.europa.eu/content/riding-digital-wave-%E2%80%93-impact-cyber-capacity-
building-human-development.



Table 4: Map of Existing Capacity-Building E orts

PRIORITY AREA TYPE OF ACTOR EXAMPLE

Operational State actors CPMI-IOSCO: Guidance on cyber resilience®®
Resilience IMF: Annual workshops and technical assistance training®®°
FSB: Lexicon and cyber incident response practices®*

BIS: Cyber resilience tool kit

World Bank: Workshops and exercises®*

OAS: Report and convenings®**

Multistakeholder Carnegie: Capacity-building tool box®%
Global Cyber Alliance: Cybersecurity tool kit**¢

Nonstate actors SWIFT: Customer Security Program?3®’
Cyber Risk Institute: Maturity-based model***®
FS-ISAC: Summits and training®®°

Cloud service providers: Cloud migration training*®®

International State actors UNIDIR: Conference series and cyber policy portal*®*
Norms UNODA: Training for diplomats from UN member states*®
UN GGE/OEWG: Dedicated process and preparatory sessions*?
OSCE: Dedicated process and preparatory sessions*%4
130 OAS: Dedicated process and preparatory sessions*%
ASEAN: Dedicated process and preparatory sessions*°
Multistakeholder GFCE: Cybil portal*°’

Nonstate actors Microsoft: Awareness-raising and Cyber Peace Institute*°®

DiploFoundation: Educational material4®®
ICT4Peace: Educational material*°

Collective State actors UNODC: Global Program on Cybercrime and Cybercrime Tools*!
Response World Bank: Combatting Cybercrime Tool Kit*2
Council of Europe: Cybercrime Program O ce*?®
Europol: Training and capacity-building program**
INTERPOL: Project Cyber Americas I145
AU: Forum on Cybercrime*6
Multistakeholder NCFTA: U.S.-based partnership to tackle cyber crime®’

CDA: UK-based partnership to tackle cyber crime*®
Nonstate actors FSARC: Project Indigo*®

Financial State actors AFI: Cybersecurity for financial inclusion framework and guide*?°

Inclusion UNSGSA: Briefing on cybersecurity**

Multistakeholder World Economic Forum: Consortium on FinTech Cybersecurity??

Nonstate actors Mastercard: Innovation lab**




Capacity-building e orts focused on cyber resilience are still nascent and are
therefore the focus of the remainder of this section. The main challenge is that
demand outpaces supply. In the wake of the 2016 Bangladesh incident, the
IMF's five-person sta dedicated to the issue was inundated with requests for
guidance and assistance from its member states. CGAP’s vision was devel-
oped by a team of two. Such e orts are dwarfed by what SWIFT put behind
the update of its Customer Security Program—out of self-interest, clearly, but
nevertheless an impressive undertaking. Despite its importance, cybersecu-
rity capacity-building is also still struggling to find its way into existing ODA
budgets.

As demand for cybersecurity capacity grows, financial resources to increase
supply are limited. In fact, financial resources are likely to shrink because of

<
the coronavirus pandemic, which has ripped a hole in the co ers of govern- z
ments that fund multilateral organizations and are the main contributors of E
ODA.. As budgets get tighter, pressure to use limited resources more e ec-
tively will grow, raising questions about how best to organize cybersecurity é
capacity-building e orts for the financial system. é
]
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SPOTLIGHT
One standout example of public- build cybersecurity capacity through- on “strengthen[ing] resilience in
private partnerships on cybersecu- out Commonwealth states. Citigroup the financial sector” of various
rity capacity-building in the financial partnered with the UK government, Commonwealth states.*?* According
system is the Commonwealth Cyber Microsoft, and Templar Executives, to the UK Foreign, Commonwealth &
Declaration Programme. This a cybersecurity consultancy, to Development Office, Citigroup pro-
initiative arose out of the 2018 train over 1,000 individuals across vided valuable “training and informa-
Commonwealth Cyber Declaration, the Commonwealth. Citigroup's tion gathering support.”#?>
an intergovernmental commitment to contributions specifically focused

Mapping the Status Quo: Nascent Efforts to Build Cyber
Resilience Capacity
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The International Monetary Fund’s Vision

The IMF recognizes capacity development, in addition to surveillance and
lending, as a core function for helping member countries “build strong eco-
nomic institutions.”?¢ Well-trained supervisors and regulators are funda-
mental to bolstering cyber resilience in emerging financial markets. The IMF’s
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cybersecurity technical assistance program is critical to developing a cadre of
financial supervisors and regulators that can keep pace with the financial sec-
tor’s increasing interconnectedness and reliance on information technology.

Over the last three years, after it declared cybersecurity to be a financial sta-
bility risk, the IMF has incorporated into its capacity development e orts a
program to assist financial regulators and supervisors with cybersecurity
risk management.*?” The IMF’s cybersecurity technical assistance program,
implemented by the Monetary and Capital Markets Department, has three
pillars:

1. Annual Workshops: These annual workshops, hosted at IMF headquar-
ters in Washington, DC, bring together financial supervisors and regu-
lators, industry representatives, and technical experts to share best
practices, raise awareness about emerging risks, and implement cyber-
security exercises. The workshops have been hosted every December
since 2017, and have focused on cyber hygiene, response and recovery,
and operational resilience, respectively.

2. Regional Technical Assistance Center Workshops: These cyber security
capacity-building workshops are hosted in all of the IMF'’s ten regional
technical assistance centers,*?® in partnership with leading central banks
in the region. The workshops serve member countries across twelve
jurisdictions.

3. Bilateral Technical Assistance Missions: Bilateral technical assistance
missions are undertaken at the request of member countries, and IMF
experts work directly with financial regulators and supervisors to conduct
arisk assessment and provide hands-on training.

The IMF’s long-term vision is to build the capabilities of financial regulators
and supervisors managing cybersecurity risk to help ensure more stable
financial and monetary systems in low-income and developing countries. In
order to scale this work, the IMF plans to build out and leverage its network
of technical assistance centers and partner with regional champions. Future
work through this network includes:

e Developing a durable training curriculum, with a focus on hands-on
training.

e Making financial supervisors and regulators aware of existing cybersecu-
rity risk management frameworks and best practices so that they do not
have to write their own rules from scratch.



Cultivating partnerships and “buddy” systems between countries with mature
cybersecurity risk management and low-income and developing countries
with less experience. These partnerships are designed to encourage hands-
on development.

CGAP’s Vision

CGAP, an independent think tank focused on financial inclusion housed at the
World Bank, has developed a concept for regional cyber security resource
centers to help low-income countries address cybersecurity risks in DFS.42°
The concept, illustrated in Figure 13, proposes addressing the cybersecurity
resources and capabilities gap through shared cybersecurity resource centers
so that multiple countries can pool resources and talent. Specifically, CGAP
proposes that:

e Regional cybersecurity response centers “facilitate cross-border
exchange, operate early warning systems, and share regional trends,
threats and good practices with other regions and global platforms.™°
These centers would act as a neutral platform for policymakers and finan-
cial services providers to collaborate and exchange threat intelligence.

e Continental cybersecurity coordination centers would function as hubs
for international and regional collaboration as well as for knowledge and
intelligence sharing, including guidance on implementing cybersecu-
rity regulations and standards. Regional cybersecurity response centers
would support in-country incident response teams with crisis manage-
ment, training, and capacity-building services. In-country centers would
field security operations teams that focus on operationalizing services like
information sharing, 24/7 security monitoring, and emergency response.

e The centers would build on and complement existing service structures
like national CERTs and CSIRTs. Additionally, centers would collaborate
with local universities for research and development projects and lever-
age local technical expertise and talent pipelines. Emphasis would be
placed on recruiting female students to reduce the gender disparities in
IT hiring.

e The centers are intended to become self-sustaining after a few years of
reliance on start-up funding as their e ciency increases through econo-
mies of scale, in part from mutualizing resources and expenses across
regions and countries. Initial feedback from DFS providers and central
banks is positive and reflective of the demand for more cybersecurity
resources.*3
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Figure 13: CGAP’s Vision

Continental Regional Local
Cybersecurity Cybersecurity Security
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Source: CGAP

The World Bank’s Activities

The World Bank has undertaken a number of initiatives to strengthen cyber-
security in the financial sector. This work can be seen across three broad
categories: (1) capacity-building for financial regulators and supervisors, (2)
Financial Sector Assessment Programs led jointly by the World Bank and the
IMF, and (3) capacity-building to counter cyber crime in the financial system.

Capacity-building for financial regulation and supervision:#*2 This is the
World Bank’s main line of work around cybersecurity in the financial sec-
tor. It is led by the World Bank’s Financial Sector Advisory Center within
the Finance, Competitiveness & Innovation Global Practice.*

“Financial Sector’s Cybersecurity: A Regulatory Digest”: According
to the World Bank, this publication is “intended to be a live, periodically
updated compilation of recent laws, regulations, guidelines and other sig-
nificant documents on cybersecurity for the financial sector.”** The most
recent edition, the fifth, was published in July 2020.

Regional Workshop on Financial Cyber Resilience: This workshop dis-
cussing cyber resilience was hosted in Mexico City in November 2019 by
the World Bank and the Center for Latin American Monetary Studies.*%

Cybersecurity: A Simulation Exercise: This exercise was hosted at the
Financial Inclusion Global Initiative 2019 Symposium. 43¢

Capacity-building to counter cyber crime in the financial system: This
stream of work was driven by the Global Cybersecurity Capacity Program
(2016-2019), launched by the World Bank in partnership with the Global
Cybersecurity Center for Development (operating under the Korea
Internet & Security Agency) and Oxford University’s Global Cybersecurity



Capacity Centre. The World Bank also developed a specific tool kit dedi-
cated to combating cyber crime.**’

Cyber Risk Institute’s Vision

After a survey of CISOs reported spending 40 percent of their time reconcil-
ing various global cybersecurity regulations, the FSSCC, led by the BPI and
the ABA, developed a tool to simplify the compliance process: the Financial
Services Sector Cybersecurity Profile (the Profile).**® The Profile is intended
to address the concern that “if national level approaches are developed in iso-
lation, without global coordination, the resulting fragmentation will inhibit the
strengthening of the financial sector’s operational resilience and result in inef-
ficiencies or confusion that increase the cross-border impacts of disruptive
events.™3°

The Cyber Risk Institute (CRI), grew out of the FSSCC’s work on the Profile.
The CRI will maintain and update the Profile, which consolidates more than
2,300 regulations into 277 diagnostic statements to help financial institutions
speed up compliance. Moreover, the Profile uses “impact tiering” to tailor its
recommendations based on a financial institution’s systemic importance.44°
Over the next three years, the CRI plans to road test the Profile among finan-
cial institutions and regulators, as well as promoting alignment between the
Profile and future standards and regulations.** The Profile currently incor-
porates frameworks from the ISO, the National Institute of Standards and
Technology (NIST), and CPMI-IOSCO, and the CRI is mapping additional reg-
ulations at the request of other financial authorities. The CRI is additionally
working on a “maturity methodology,” which is expected to be released by
2021442

Global Forum for Cyber Expertise

The GFCE is a nonprofit coalition whose mission is “to strengthen cyber
capacity and expertise globally through international collaboration and
cooperation.”**® The GFCE was envisioned in Seoul at the third Global
Conference on Cyber Space; it was o cially established in 2015 at the fourth
Conference in The Hague by the Dutch government and forty-one ministers
and senior representatives from industry and international organizations.*44

The GFCE is the primary coordinating platform for cyber capacity-building. Its
focus is to coordinate cyber capacity projects, share knowledge and exper-
tise by recommending tools and publications, and act as a clearing house to
match needs for cyber capacities with o ers of support.*4® Its members are
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primarily international organizations and governments; its only members
from the financial system are FS-ISAC and the World Bank, although some
member countries work directly through the GFCE on financial sector issues.

The GFCE supports a range of initiatives with partner institutions,*4¢ some of
which are related to the financial system. For example, it partners with inter-
national organizations like the UNODC and INTERPOL on building capacity
to counter financial cyber crime in Africa and Southeast Asia.*4’ In addition,
the GFCE’s Critical Information Infrastructure Protection Initiative supports
government policymakers responsible for critical infrastructure protection,
including protection of “financial systems and process control systems.”™48

The GFCE also maintains a cyber capacity database, Cybil, to collect and
archive capacity-building projects, their implementors, and their beneficia-
ries—this database includes dozens of capacity-building projects geared
toward the financial system.44° Cybil and other GFCE products can provide
situational awareness, help avoid duplication of work, and align e orts for
future sector-specific cyber capacity-building. The GFCE may also provide a
potent means of disseminating future capacity-building products among less
mature financial institutions and regulators.

Recommendations: Aligning Resources
to Maximize Impact

The biggest question in coming years will be how best to organize the still
nascent but expanding e orts by multilateral institutions such as the IMF, the
World Bank, and the GFCE and those undertaken by industry such as the CRI
and FS-ISAC.

Recommendation 5.1: The G20 Finance Ministers and Central Bank
Governorsshould adoptacommuniqué creatingamechanism to oper-
ationalize a coherent approach to cybersecurity capacity-building for
the financial sector. Such an approach could emulate and build on
the lessons learned from the Global Infrastructure Hub launched dur-
ing Australia’s G20 presidency or the Global Partnership for Financial
Inclusion (GPFI) launched during South Korea’s G20 presidency.

= Supporting Action 5.1.1: To clarify roles and responsibilities, the
G20 Finance Ministers and Central Bank Governors’ communiqué




should declare that one of the international financial institutions
(ideally the IMF, as the sector-specific multilateral organization)
will be the lead coordinating agency for this mechanism, which
would also include the World Bank, the Consultative Group to
Assist the Poor (CGAP), the Alliance for Financial Inclusion (AFI),
and other relevant stakeholders.

* Supporting Action 5.1.2: Considering ongoing capacity-building
e ortsby the private sector—for example, the Customer Security
Program advanced by the Society for Worldwide Interbank
Financial Telecommunication (SWIFT)—and the public sector’s
limited financial resources in the wake of the pandemic, the G20
Finance Ministers and Central Bank Governors should invite pri-
vate sector firms and other relevant stakeholders to participate
in and support such capacity-building initiatives, as is the prac-
tice in a number of states today.

* Supporting Action 5.1.3: The G20 Finance Ministers and Central
Bank Governors should welcome and encourage the use of
the “Cyber Resilience Capacity-building Tool Box for Financial
Organizations,” developed by the Carnegie Endowment for
International Peace and launched in partnership with the IMF,
SWIFT, FS-ISAC, and other organizations.

Models created by the G20, such as those outlined in Recommendation 5.1,4°°
provide a mechanism to bring together governments, private sector entities,
and other relevant stakeholders, including the various multilateral develop-
ment banks.**! Another option would be to create such a mechanism under
the auspices of the GFCE. However, this presents challenges given the GFCE’s
more politicized origins through the Global Conference on Cyber Space
series.#%?

“The G20 needs to not walk away from poor countries
because it has its own fiscal constraints—we need both
capacity-building commitment and a commitment to genu-
ine partnership in information sharing and cooperation.”
—Expert at FinCyber Brainstorming Workshop in May 2020

Organizing such a mechanism under the auspices of the IMF would free up
the capacity of the other sector-agnostic organizations like the World Bank
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to focus on the many other critical infrastructure sectors, such as health and
energy, for which states need support. However, the IMF lacks the country
0 ce infrastructure of the World Bank and would therefore still benefit from
some support for specific areas and activities.

In 2019, Carnegie launched the “Cyber Resilience Capacity-building Tool Box
for Financial Organizations” in partnership with the IMF, SWIFT, FS-ISAC,
Standard Chartered, the Cyber Readiness Institute, and the Global Cyber
Alliance.**® Available in several languages including Arabic, Dutch, English,
French, Portuguese, Russian, and Spanish, this tool box will be updated by the
end of 2020 and a new version launched in 2021. Figure 14 shows a page from
the tool box.

Figure 14: One of the Tool Box Guides

Cybersecurity Capac H - H
Taol Box for Financ i Level Guide: Cybersecurity Leadership
Fundamentals of Oversight o _ ‘ ) _ _

. As the highest level of your n ip, the board ultimate accot bility for governing cyber risk and therefore
Cyber Risk Governance must oversee the organization’s strategy, policies, and activities in this area. Specifically, the board should:

Confirm that you can affirmatively answer the

following questions: = Take ultimate responsibility for oversight of cyber risk and resilience, whether as the full board or through delegation of oversight to a

specific board committee.

= Assign one corporate officer, usually the CISO, to be accountable for reporting on your organization’s capability to manage cyber
resilience and progress in implementing cyber resilience goals. Ensure that this officer has regular board access, sufficient authority,
command of the subject matter, experience, and resources to fulfill these duties.

1. Has your organization met relevant
statutory and regulatory requirements?

2. Has your organization quantified its = Annually define your organization’s risk tolerance; ensure consistency with your corporate strategy and risk appetite.
cyber exposures and tested its financial = Ensure that a formal, independent cyber resilience review of your organization is carried out annually.
resilience? = Oversee the creation, implementation, testing, and ongoing improvement of cyber resilience plans, ensuring aligned across your
organization and that your CISO or other accountable officer regularly reports on them to the board.
3. Does your organization have an = Integrate cyber resilience and risk assessment into your organization’s overall business strategy, risk management, budgeting, and
improvement plan in place to ensure resource allocation, with the goal of fully integrating cyber risk into overall operational risk.
exposures are within your agreed-upon risk => Periodically review your performance of the above and consider independent advice for continuous improvement.
appetite?
4. Does the board regularly discuss Staying Informed
concise, clear, and actionable information The board’s effective cyber risk ight depends on of the subject and up to date information.
regarding the organization’s cyber
il ied by ? = Ensure that all individuals joining the board have appropriate and up-to-date skills and knowledge to understand and manage the

risks posed by cyber threats.

5. Does your organization have incident
response plans in place that have been
recently dry-run exercised, including at
board-level?

6. Are the roles of key people responsible
for managing cyber risk clear and aligned
with the three lines of defense?

7. Have you obtained independent
validation and assurance of your
organization’s cyber risk posture?

~ carNEGIE
ENDOWMENT FOR
4 INTERNATIONAL PEACE

= Solicit regular advice from management on your organization’s current and future risk exposure, relevant regulatory requirements,
and industry and societal benchmarks for risk appetite. Further, engage in regular briefings on latest developments with respect to the
threat landscape and regulatory environment, joint planning and visits to best practice peers and leaders in cybersecurity, and board-
level exchanges on governance and reporting.

=> Hold management accountable for reporting a quantified and understandable assessment of cyber risks, threats, and events as a
standing agenda item during board meetings.

=> Maintain awareness of ongoing systemic challenges such as supply chain vulnerabilities, common dependencies, and the gap in
information sharing between boards on cyber risk governance.

Setting the Tone
Alongside senior management, the board must set and exemplify your organization’s core values, risk culture, and expectations with
regard to cyber resilience.

=> Promote a culture in which staff at all levels recognize their important responsibilities in ensuring your organization’s cyber resilience.
Lead by example.

=> Oversee management’s role in fostering and maintaining your organization’s risk culture. Promote, monitor, and assess the risk
culture, considering the impact of culture on safety and soundness and making changes where necessary.

=> Make clear that you expect all staff to act with integrity and to promptly escalate observed non-compliance within or outside your
organization.

- Standard CYBER READINESS Seee
swarT wsTTuTE ° FS-ISAC Chartered \ INSTITUTE @ ALLIANCE




Recommendation 5.2: The member states of the Development
Assistance Committee of the Organisation for Economic Co-operation
and Development (OECD) should integrate cybersecurity capacity-
building into o cial development assistance (ODA) budgets and
significantly increase assistance to countries in need. Even with tech-
nical cooperation mechanisms, international financial institutions
such as the IMF and World Bank currently do not have the capacity
to respond to the disruptions to critical financial services or the hun-
dreds of millions of dollars stolen in countries around the world.

Recommendation 5.3: To further expand and strengthen ongo-
ing capacity-building around international cyber norms and to
advance the objectives outlined in this report, the UN Institute for
DisarmamentResearch (UNIDIR) andthe UNO ce for Disarmament
A airs (UNODA) should integrate a specific module focusing on the
financial sector into their capacity-building material.

Recommendation 5.4: To further expand and strengthen ongo-
ing capacity-building e orts with respect to tackling cyber crime
more e ectively, state and industry stakeholders should support the
e orts by the Council of Europe, Europol, INTERPOL, the UN O ce
on Drugs and Crime (UNODC), and the World Bank to strengthen
capabilities to address cyber crime.
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CHAPTER 6

PRIORITY #6:
DIGITAL TRANSFORMATION
AND FINANCIAL INCLUSION

Safeguard financial inclusion and the

igital /
G20’s achievements of the past decade in this area. I - g = Ia',’.l!.fﬁ?a'u'" ]%
Inclusion
‘—.

Problem Statement: Innovative Digital Financial 141
Services Bring New Risks

Financial inclusion has been a top priority for the international community
since the G20 recognized financial inclusion as one of the main pillars of the
global development agenda in 2010. According to the latest Global Findex
report, between 2014 and 2017 alone, 515 million adults opened accounts at
financial institutions, raising the percentage of banked adults worldwide from
62 percent to 69 percent.*>* This rapid increase has been facilitated by inno-
vative DFS that do not require the infrastructure of traditional banks. In low-
income economies, there are twice as many mobile money accounts as bank
accounts per 1,000 adults.**® This trend is not slowing down. It is projected
that by 2022, 1 billion people in Africa will have internet access, thereby also
expanding opportunities to advance financial inclusion.*%¢

In some countries, DFS have become critical. As early as 2016, Kenya’s
National Treasury was expressing concerns that M-Pesa, a mobile phone-
based money transfer service, was becoming indispensable to the function of
the payments system.*” According to John Walubengo, a member of the fac-
ulty of Computing and Information Technology at the Multimedia University
of Kenya:
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M-Pesa has grown from an option to literally being a must-
have financial service for millions of Kenyans. It has also
become integrated in the lifestyles of Kenyans in terms

of paying for anything, ranging from groceries to school
fees and even bribes. ... Whereas it is not the only mobile
money service in the country and in theory Kenyans do
have options, the reality, however, is that it is the only such
service with the prerequisite agent network that has a
geographic reach and depth to serve its close to 25 million
mobile money subscribers. Twenty-five million subscribers
is more than the adult population in the country. It is more
than the whole of the voting population, and is way more
than the employed population of this country.458

Financial markets in sub-Saharan Africa, Asia, and Latin America have already
experienced an increase in cyber attacks, and markets with more DFS trans-
actions are targeted more often.**° For example, financial markets in Asia see
the highest volume of mobile banking and digital payment applications, and
they also experience the highest volume of cyber attacks on financial insti-
tutions.*¢® One African cybersecurity firm estimated in 2017 that the cost of
cyber crime to Africa’s banking sector was at least $248 million.46!

Focusing on cybersecurity is important because DFS introduce a new element
of cyber risk. For one, mobile banking is vulnerable to basic cyber attacks.
Mobile money systems are vulnerable to several basic attacks and types of
fraud. Hackers can exploit vulnerabilities in hardware, software, and at the
network level. SIM swaps allow hackers to circumvent two-factor authenti-
cation protocols. Banking trojans and mobile malware infect smartphones.
Transactions are usually carried out using insecure devices, mostly feature
phones, that do not o er the end-to-end encryption that smart phones do.*5?

At the network level, the fundamental problem is that mobile networks rely on
insecure communications protocols that are not designed to protect financial
information.

Mobile phones rely on protocols like Unstructured Supplementary Service
Data and Short Message Service, which hackers can exploit over the network.
One exploit involves hackers eavesdropping by setting up a fake mobile net-
work base station to intercept phone tra  ¢.#5% This means that DFS providers
must implement their own security measures and can never rely on mobile
network operators (MNOS) or other external providers for security.*64

The specific challenge is that unbanked and underbanked customers are easy
targets for cyber criminals because they tend to have lower levels of digital



literacy. For example, it is common practice for PINs to be shared among local
communities for convenience.*®® Even if individuals are aware of cyber risks,
they are pressured to choose a ordable products over secure products. For
instance, pirated software is more prevalent in developing countries, making
its users more vulnerable if the software does not get patched.*5¢

Cyber criminal activity has shifted in response to the growth in online banking
by less cyber mature customers in developing regions. Experts have observed
cyber criminals moving their activity away from high-income countries and
refocusing on less cyber-mature financial markets.*®” Banks and payment
service providers in emerging financial markets experience a high volume of
cyber attacks. For example, in 2019, Kaspersky Lab reported a 56 percent
increase in mobile banking malware.*58

Most governments are unprepared to counter cyber criminals, and develop-
ing countries are especially under-resourced. According to the International
Telecommunication Union, “cybercriminals see Africa as a safe haven to
operate illegally with impunity.”® Symantec reported that, out of fifty-four
countries in Africa, thirty lacked specific legal provisions to “fight cyber crime
and deal with electronic evidence.™® DFS providers are also constrained by
the significant dearth of cybersecurity talent in Africa.*™

It is important to note that the most significant cybersecurity risk for DFS
providers is still insider threats like employee fraud. Multiple surveys show
that insider threats are the most common and greatest concern among DFS
providers.*”? Paul Makin, an expert at the intersection of financial inclusion
and cybersecurity, explained that three separate African MNOs almost faced
financial ruin as a result of internal thefts from employees.*”® In 2017, a major
MNO in Kenya reported that they fired fifty-two sta members caught engag-
ing in fraudulent activities.*™

Mapping the Status Quo: Nascent but Fragmented Efforts

A key challenge to strengthening cybersecurity in the context of financial
inclusion over the coming years is the fragmentation of the ecosystem. Today,
a plethora of institutions focus on advancing financial inclusion, but the space
is fragmented by regional initiatives, by competing international institutions,
and by inconsistent focus. The most cohesive initiative is the G20’s GPFI,
a platform for G20 states, nonmember states, and other stakeholders that
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implements the G20 Financial Inclusion Action Plan (FIAP). The FIAP aligns
e orts with the UN’s 2030 Agenda for Sustainable Development and the
G20's “High-level Principles for Digital Financial Inclusion,” and it aims to pro-
vide an evolving financial framework for states, regional organizations, and
industry.

The three primary implementing partners of the GPFI are the AFIl, CGAP, and
the International Finance Corporation. Other key initiatives include the UN
Secretary General’s Special Advocate (UNSGSA) for Inclusive Finance for
Development, and on-the-ground initiatives, like Suricate Solutions, which
provides cybersecurity resources directly to the underbanked.

Despite the prevalence of leapfrogging and growing reliance on DFS, most
financial inclusion e orts have only recently begun to seriously consider the
cybersecurity risks that may ensue. The first more visible e orts to address
cybersecurity risks with respect to financial inclusion occurred in 2017 when
the AFl hosted a workshop dedicated to this issue.*” A year later, the UNSGSA
for Inclusive Finance for Development published a brief focusing on cyberse-
curity.*”® In November 2019, the AFI published “Cybersecurity for Financial
Inclusion: Framework and Risk Guide,” which provides key principles and
best practices to assist regulatory and supervisory authorities dealing with
cybersecurity risk in the financial sector.#’” The same month, CGAP published
“Cyber Security in Financial Sector Development: Challenges and Potential
Solutions for Financial Inclusion.™"®

Another sign that cybersecurity is rising on the financial inclusion agenda
is in the Bill & Melinda Gates Foundation’s grantmaking. A crucial funder of
financial inclusion e orts worldwide through its Financial Services for the
Poor program, the Gates Foundation awarded the first grant explicitly focused
on cybersecurity in DFS in 2018, to Columbia University’s DFS Observatory.
In November 2019, the Gates Foundation awarded four grants to CREST, the
Alan Turing Institute, Carnegie Mellon University, and ID4Africa, and an addi-
tional grant focused on AML/financial crime to the Royal United Services
Institute.*’® (These are grants focusing specifically on cybersecurity. Other
grants also touch on cybersecurity but without an explicit focus.)

The DFS Observatory at Columbia University was established in 2016 with a
focus on the expansion, innovation, and regulation of DFS around the world
but particularly in developing countries. In addition to conducting research,
the DFS Observatory houses a legal library with a collection of over 800
DFS-related laws, policies, and regulations across fifty-eight countries,
plus an archive of regulatory sandboxes.*8° With respect to cybersecurity,
the DFS Observatory is also developing an “actionable Cybersecurity Risk



Management Framework” (A-RMF) for actors in the DFS ecosystem in devel-
oping countries.*8! The A-RMF is designed to first evaluate a user’s cyber-
security maturity, based on international cybersecurity standards, principles,
and processes, and then conduct a DFS-specific risk assessment based on
that evaluation. The A-RMF also provides a tailored threat matrix based on
the user’s risk assessment, including specific vulnerabilities and potential
responses to address them.

A unique challenge to strengthening cybersecurity in the context of financial
inclusion e orts is the potential unintended consequence that too strong a
focus on cybersecurity could chill the development of financial inclusion ini-
tiatives and their capacity for innovation. A separate challenge is that finan-
cial inclusion often involves a new set of actors that provide technologies like
mobile money, digital currencies, and other variations of distributed ledger
technologies that are not yet fully embedded in ongoing policymaking pro-
cesses. Resource constraints and the need to focus on the overall mission of
financial inclusion may further complicate e orts to integrate cybersecurity
in financial inclusion.

Recommendation 6.1: The G20 heads of state should strengthen
coordination among existing financial inclusion and cybersecurity
e orts so as to align limited resources and maximize their impact,
especially in the wake of the pandemic. They should also initiate an
annual conference to assess latest developments and coordinate
next steps; the convening should include major donors, the World
Bank, IMF, AFI, CGAP, and other relevant stakeholders.

* Supporting Action 6.1.1: The G20 should clarify the role of inter-
national financial institutions like the World Bank, CGAP, and the
IMF with respect to cybersecurity and financial inclusion. They
should also emphasize the need to coordinate on issues that
overlap across these institutions.

* Supporting Action 6.1.2: The GPFI should deepen the connections
between financial inclusion initiatives and the cybersecurity com-
munity. As DFS continue to be expanded, especially in the wake
of the pandemic, it is critical to develop greater collaboration
between the financial inclusion and cybersecurity communities.
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* Supporting Action 6.1.3: The GPFI should deepen the connec-
tions between financial inclusion actors and the law enforcement
community. As more people gain access to financial services, the
platforms they use will become increasingly attractive targets for
cyber criminals. By strengthening the relationship between the
financial inclusion community and the law enforcement commu-
nity, stakeholders can more e ectively address cyber crime that
targets products and services used for financial inclusion.

From Recommendation to Implementation

Carnegie’s FinCyber initiative will host a conference on “Cybersecurity and
Financial Inclusion” together with the IMF, the World Bank, and the WEF on
December 10, 2020, as a first step to create more connective tissue among
the relevant stakeholders.
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Recommendation 6.2: A network of experts should be created to
focus specifically on cybersecurity and financial inclusion in Africa
to complement other existing regional initiatives. The fifty-four coun-
tries in Africa are experiencing a significant transformation of their
financial sectors as they extend financial inclusion and leapfrog to
DFS. At the same time, this transformation makes African countries a
prime target for cyber criminals who exploit soft targets and financial
institutions with limited capacity to e ectively protect themselves.
Cybersecurity expertise across the African continent remains limited
and scattered.

Recommendation 6.3: The G20 should highlight that cybersecu-
rity must be designed into technologies used to advance financial
inclusion from the start rather than included as an afterthought. An
example of such a foundational expectation is the reference in the
GPFI's “G20 Action Plan on SME Financing” to a strong credit infra-
structure as a fundamental requirement for small- and medium-sized
enterprises to have access to loans and other credit. By looking ahead
and mapping initiatives that will come online in the coming years,
GPFI can help ensure that cybersecurity will ideally no longer be an




afterthought but be incorporated in future financial inclusion devel-
opments beyond payment systems.

Recommendation 6.4: The GPFI, main funders, and DFS platforms
should explore how financial inclusion e orts could be leveraged to
increase general awareness of basic cybersecurity principles. Raising
awareness of best cybersecurity practices is critical, especially
among users in developing countries, who recently gained access to
financial services and the internet, often via a mobile phone. Financial
inclusion platforms could be leveraged to o er basic cybersecurity
resources for the individuals and businesses using them.

From Recommendation to Implementation

To help foster a community of experts such as that envisioned in
Recommendation 6.1, Carnegie is creating a network of experts focusing on
cybersecurity and financial inclusion in Africa. Carnegie will leverage this net-
work of experts to carry out research: (i) mapping key issues and challenges
as well as the disconnect between global and local e orts; (ii) analyzing the
threat landscape in Africa; (iii) identifying lessons learned from DFS in the
Global South for the Global North; (iv) exploring how DFS could be lever-
aged to increase basic cybersecurity principles; and (v) assessing preliminary
insights from the coronavirus’s impact on cybersecurity with respect to DFS.
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APPENDIX A:
OVERVIEW OF RELEVANT GROUPINGS
AND THEIR MEMBERSHIP

Members of Major Members  Major States States Globally Globally
the G20 Financial ofthe GI0  Cyber With With Systemically Systemically
WEGS Powers Global Global Important Important
Systemic Systemic  Insurers?*®? Banks?*&3
Insurers Banks
UK UK UK UK UK (2) UK @) Aegon Agricultural Bank of China
United States United States United States United States United States (3) | United States Allianz Bank of America <
®) z
)
China China China China (1) China (4) IAIG Bank of China o
Germany Germany Germany Germany (1) Germany (1) I Aviva Bank of New York Mellon
z
France France France (1) France (3) AXA Barclays m
Japan Japan Japan Japan3) MetLife BNP Paribas 8
z
Canada Canada Canada Canada (1) Ping An China Construction Bank
Italy Italy Italy (1) Prudential Citigroup
Russia Russia Prudential Financial Crédit Agricole 149
Argentina Credit Suisse
Australia Australia Deutsche Bank
O
Brazil Goldman Sachs >
el
India Groupe BPCE z
o
Indonesia HSBC et
Mexico Industrial and Commercial ;
Bank of China o
(@)
Saudi Arabia ING §
South Africa JPMorgan Chase i
South Korea Mitsubishi UFJ FG -
Turkey Mizuho FG %
Hong Kong Morgan Stanley -
Switzerland Switzerland Switzerland (2) Royal Bank of Canada g
Singapore Santander Bank >
Luxembourg Société Générale g
United Arab Standard Chartered j:
Emirates o
m
Sweden Sweden (1) State Street %
Q
Belgium Sumitomo Mitsui FG
Netherlands Netherlands (1) Netherlands (1) Toronto Dominion
Israel UBS
North Korea UniCredit
Iran Wells Fargo
Spain (1)




APPENDIX B:
OVERVIEW OF EXISTING FINCERTS

Public Sector FInCERTSs

France CERT Banque de France / CERT Caisse des Dép6ts
UK NCSC / Bank of England Cyber Defence Centre
Italy CERT Banca d'ltalia
G7 Germany CERT-Bundesbank
Japan -
us -
Canada -
Denmark Nordic Financial CERT
Finland Nordic Financial CERT
Iceland Nordic Financial CERT
Israel Israeli FinCERT
Norway Nordic Financial CERT
Other Portugal CSIRT Banco de Portugal
Government Russia Rlussia.FinCERT (Centr.al Bank of.Russia)
. Financial Sector Security Operations Centre (FS-SOC, Monetary
Singapore . -
150 Authority of Singapore)
South Korea Financial Security Institute CERT
Sri Lanka Sri Lanka FinCSIRT (Central Bank of Sri Lanka)
Sweden SBAB-SIRT (SBAB Bank AB)
Sweden Nordic Financial CERT
Switzerland SWITCH-CERT
Tunisia Tunisian Financial CERT
Multil | OCINT-CSIRT  World Bank Group
ultilatera EU CSIRT-ECB (European Central Bank)

This list does not include the national cybersecurity agencies, CIRTs, CSIRTs, or CERTs that provide
services to but are not exclusively focused on the financial sector.



Financial Institution CERTs (TF-CSIRT and/or FIRST accredited)

Argentina Banelco CSIRT

Australia CBAcert (Commonwealth Bank of Australia)
Australia nabCERT (National Australia Bank)

Austria Rai eisen Informatik CERT

Belgium KBC Group CERT

Canada BMO InfoSec Incident Response Team
Canada CIBC CIRT

Canada TDBFG CSIRT (TD Bank)

China Alibaba Security Response Center
Colombia CSIRT Financiero Asobancaria

Czech Republic

CSIRT CSAS

Czech Republic

CSOB-Group-CSIRT

Czech Republic

NN-Group CSIRT

Denmark JN Data Cyber Defence Center

Denmark NetsCERT (Nets A/S)

France AXA CERT

France CERT-AG (Crédit Agricole)

France CSIRT BNP Paribas

France CERT Groupe BPCE

France CERT SG (Société Générale)

France CERT La Poste

Germany Commerzbank CERT

Germany Deutsche Bank Cyber Threat Response Team
Germany S-CERT (German Savings Banks Organization)
Germany Clearstream—Deutsche Boerse AG CERT
Greece Alpha Bank CSIRT

Italy CERTFin

Italy Intesa Sanpaolo CSIRT

Japan Mitsubishi UFJ Financial Group (CERT Japan)
Japan Hitachi Incident Response Team

Japan SoftBank CSIRT

Luxembourg DBG-CERT

Malaysia Standard Chartered Cyber Defence Centre

Netherlands

ING CCERT

Netherlands

PGGM-CERT

Netherlands

Rabobank Cyber Defense Center

Norway DNB Cyber Defence Center

Norway SpareBank 1 Incident Response Team
Poland CERT PKO Bank Polski

Poland CERT Alior

Poland CERT BIK (Biuro Informacji Kredytowej)
Poland CERT mBank

Poland Polish Financial CERT (Polish Bank Association)
Portugal Euronext CSIRT

Singapore DBSCERT

South Africa Standard Bank Group CSIRT

Spain SIA-CEC CERT

Spain BBVA CERT

Spain

CaixaBank Team CSIRT
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APPENDIX C:
SECTOR-SPECIFIC STATEMENTS
BY U.S. GOVERNMENT

Election-specific.: On July 31, 2018, then U.S. secretary of homeland security
Kirstjen Nielsen issued the following sector-specific declaratory statement:

Let me be clear in this, ANY attempt to interfere in our
elections is a direct attack on our democracy, it is unaccept-
able, and it will not be tolerated. Mark my words: America

will not tolerate this meddling. . . . Let me also again take §
this opportunity today to issue a warning, as | have in other s
speeches, to any foreign power that would consider med- ”
dling in our networks or in the a airs of our democracy: The 5
United States will no longer tolerate your interference. You g
will be exposed. And, you will pay a high price.*®* =
153

Health sector-specific: On April 17, 2020, U.S. Secretary of State Mike Pompeo
issued the following sector-specific warning:

Malicious cyber activity that impairs the ability of hospitals
and healthcare systems to deliver critical services could have
deadly results. Anyone that engages in such an action should
expect consequences. We call upon the actor in question to
refrain from carrying out disruptive malicious cyber activ-

ity against the Czech Republic’s healthcare system or similar
infrastructure elsewhere. We also call upon all states not to
turn a blind eye to criminal or other organizations carrying out
such activity from their territory.

The United States has zero tolerance for malicious cyber
activity designed to undermine U.S. and international part-
ners’ e orts to protect, assist, and inform the public during
this global pandemic. Such activity against critical civilian
infrastructure is deeply irresponsible and dangerous. The
United States promotes a framework of responsible state
behavior in cyberspace, including nonbinding norms regarding
states refraining from cyber activities that intentionally dam-
age critical infrastructure and knowingly allowing their terri-
tory to be used for malicious cyber activities. When states do
not abide by this framework, we hold them accountable.*8°
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Health sector-specific: In May 2020, the United States joined Australia, the Czech
Republic, Estonia, Japan, and Kazakhstan in proposing that the OEWG report
reflect that:

The OEWG developed its report in the context of the
COVID-19 pandemic. In these circumstances, the OEWG
underscored that all states considered medical services
and medical facilities to be critical infrastructure for the
purposes of norms (f) and (g) . . . In providing guidance for
the implementation of these norms, States should note that
highlighting particular sectors as critical infrastructure is
not intended to be an exhaustive list and does not impact
on the national designation, or not, of any other sector, nor
does it implicitly condone malicious activity against a cat-
egory not specified.*8
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APPENDIX D:
BIPARTISAN LETTER FROM
U.S. CONGRESSMEN

@Congress of the United States
Washington, BC 20515

November 5, 2018

ERIANAY

The Honorable Mike Pompeo
Secretary

U.S. Department of State
2201 C Street, N.W.
‘Washington, DC 20520

NOST3IN

Dear Mr. Secretary:

We write to urge you to work with your fellow ministers at the upcoming 2019 G20 Finance Ministers 155
and Central Bank Governors’ meeting in Japan to issue a declaratory statement to protect the financial
system in the face of growing cyber threats. The United States is the center of the global financial system,
which depends upon trust to properly function. As you know, increasing malicious cyber activity threatens
this important system. We must work even more diligently and efficiently to protect consumers,
companies, and markets from these new threats.

‘While malicious cyber activity is not new, this threat has evolved in recent years from traditional criminals
to include more state-sponsored activity, such as Iranian hackers targeting U.S. financial institutions and
North Korea’s cyber theft of more than $80 million from Bangladesh’s account at the Federal Reserve
Bank in New York. These attacks have highlighted cybersecurity weaknesses in some of the core systems
underlying global financial markets, and — as we learned in the 2008 global financial crisis — vulnerabilities
in one country’s financial system can quickly affect the stability of others.

In order to protect our national and economic security against these threats, we believe that the United
States should work with other G20 nations to develop specific declaratory language condemning malicious
cyber activity and calling for partner governments and private sector institutions to facilitate better
international cooperation on this issue. Such a statement would be consistent with America’s efforts to
advance international norms of responsible state behavior in cyberspace, including a commitment that
countries not engage in cyber-enabled activity that damages or otherwise impairs the use of critical
infrastructure services to the public.

We thank you for your attention to this issue, and we look forward to working with you to support our
nation’s economic and cyber security.

Sincerely,

e o Grgor

EDWARD R. ROYCE
Member of Congress Member of Congress
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CC: The Honorable Steven T. Mnuchin, Secretary of the Treasury
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Congress of the United States
MWashington, BC 20515

November 5, 2018

The Honorable Steven T. Mnuchin
Secretary

U.S. Department of the Treasury
1500 Pennsylvania Avenue, N.W.
Washington, DC 20220

Dear Mr. Secretary:

We write to urge you to work with your fellow ministers at the upcoming 2019 G20 Finance Ministers
and Central Bank Governors’ meeting in Japan to issue a declaratory statement to protect the financial
system in the face of growing cyber threats. The United States is the center of the global financial system,
which depends upon trust to properly function. As you know, increasing malicious cyber activity threatens
this important system. We must work even more diligently and efficiently to protect consumers,
companies, and markets from these new threats.

‘While malicious cyber activity is not new, this threat has evolved in recent years from traditional criminals
to include more state-sponsored activity, such as Iranian hackers targeting U.S. financial institutions and
North Korea’s cyber theft of more than $80 million from Bangladesh’s account at the Federal Reserve
Bank in New York. These attacks have highlighted cybersecurity weaknesses in some of the core systems
underlying global financial markets, and — as we learned in the 2008 global financial crisis — vulnerabilities
in one country’s financial system can quickly affect the stability of others.

In order to protect our national and economic security against these threats, we believe that the United
States should work with other G20 nations to develop specific declaratory language condemning malicious
cyber activity and calling for partner governments and private sector institutions to facilitate better
international cooperation on this issue. Such a statement would be consistent with America’s efforts to
advance international norms of responsible state behavior in cyberspace, including a commitment that
countries not engage in cyber-enabled activity that damages or otherwise impairs the use of critical
infrastructure services to the public.

We thank you for your attention to this issue, and we look forward to working with you to support our
nation’s economic and cyber security.

Sincerel

EDWARD R. ROYCE ES R. LANGEVIN
Member of Congress ) Member of Congress

CC:  The Honorable Mike Pompeo, Secretary of State

PRINTED ON RECYCLED PAPER




APPENDIX E:

PROJECT ROADMAP

PROJECT ROADMAP GOAL
Project Launch: 2021 G20 (Italy)
Carnegie Workshop 2021 G7 (UK)
(July 2019) 2021 G7 CEG
Draft Strategy 2021 Davos
Advisory Group formed shared with Stakeholders
(Oct 2019) (Aug/Sep 2020)
RESEARCH CONSULTATIONS CONSULTATIONS ROLLOUT
AWARENESS RAISING FOR INPUT FOR FEEDBACK BRIEFINGS
FS-ISAC presentation (Aug 2019) Brainstorming Sessions Feedback Sessions
WEF presentation (Nov 2019) (March-April 2020) (Aug-Oct 2020)
IMF presentation (Dec 2019)
Davos presentation (Jan 2020) Virtual Workshop Release
MSC Cyber War Game (Feb 2020) (May 2020) (Nov 2020)

Official Partnership with WEF
(Feb 2020)

dIINVYIN

NOST3IN

157

30V 3Id TYNOILYNYILNI dO4 LNFWMOANIT FIDINAVYD



APPENDIX F:
ADVISORY GROUP

CATEGORY NAME AFFILIATION
1 | Lyndon Nelson, Co-chair of G7 Cyber Experts Group Bank of England
2 | Paolo Ciocca, Commissioner of CONSOB CONSOB, Italy
3 | ArtLindo, Deputy Director, Division of Supervision and Regulation | Federal Reserve Board, United States
Government 4 | Tobias Feakin, Ambassador for Cyber Affairs and Critical Department of Foreign Affairs and
Technology Trade, Australia
5 | Yeow Seng Tan, Chief Cyber Security Officer MAS, Singapore
Jon Fanzun, Special Envoy for Cyber Foreign and Security Policy Federal Department of Foreign Affairs,
Switzerland
7 | Cheri McGuire, (former) Chief Information Security Officer Standard Chartered
8 | Cameron “Buck” Rogers, Global Head of Resilience Advisory | HSBC
Function
9 | Natasha de Teran, (former) Head of Corporate Affairs SWIFT
10 | Rahul Prabhakar, Principal, Security Assurance Amazon Web Services
11 | Valerie Abend, Managing Director, Global Financial Services Accenture
Cybersecurity and Global Cyber Regulatory Practices
158 Industry 12 | Marc Radice, Head of International Affairs Zurich Insurance Group
13 | Jason Witty, Global Chief Information Security Officer JPMorgan Chase
14 | Mark Morrison, Chief Information Security Officer (and chair Options Clearing Corporation
of the cybersecurity working group of the World Federation of
Exchanges)
15 | Sultan Meghyji, Co-founder and CEO Neocova
16 | Ramy Houssaini, Global Chief Cyber and Technology Risk Officer | BNP Paribas
and Group Data Protection Officer
17 | Jennifer Elliott, Division Chief, Technical Assistance Strategy, IMF
Monetary and Capital Markets
18 | Belisario Contreras, Manager, Cyber Security Programme 0AS
19 | Steven Silberstein, CEO FS-ISAC
20 | Alois Zwinggi, Member of the Managing Board, Head of the Centre | World Economic Forum
for Cybersecurity
Other
21 | Boris Ruge, Ambassador and Vice-Chairman Munich Security Conference
22 | Dmitri Alperovitch, Co-founder and (former) Chief Technology CrowdStrike
Officer
23 | Lisa Monaco, Distinguished Senior Fellow NYU School of Law, Reiss Center on Law
and Security
24 | Juan Zarate, Chairman and Co-founder Financial Integrity Network




APPENDIX G: STAKEHOLDER
ENGAGEMENTS

Carnegie hosted a series of stakeholder engagements for this project in addi-
tion to briefings to various associations, regulatory bodies, and other inter-
ested stakeholders, including:

Governments, Central Banks, and Financial Authorities

Australian Government Department of Foreign A airs and Trade
Australian Prudential Regulation Authority

Bank of Canada

Bank of England

Bank of France

Bank of Italy

Bank of Japan

Bank of Kenya

Bank of Spain

Canadian O ce of the Superintendent of Financial Institutions
Chilean Computer Security Incident Response Team
CONSOB, Italy

Cyber Security Agency of Singapore

Department of Finance Canada

Deutsche Bundesbank

Dutch Central Bank (DNB)

Dutch Ministry of Foreign A airs

Estonian Ministry of Foreign A airs

Federal Reserve Bank of New York

French Ministry for the Economy and Finance
French Ministry of Europe and Foreign A airs
German Ministry of Finance

HM Treasury (UK)

Israeli Ministry of Finance

Italian Ministry of Economy and Finance

Japanese Financial Services Agency

MELANI, Swiss Federal Intelligence Service
Mexican Ministry of Foreign A airs
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Mexican National Banking and Securities Commission
Monetary Authority of Singapore
National Bank of Georgia
National Security Research Institute, Republic of Korea
New York State Department of Financial Services
New Zealand Ministry of Foreign A airs and Trade
Philippine Central Bank
Reserve Bank of Australia
Swiss Federal Department of Foreign A airs
U.S. Cyberspace Solarium Commission
U.S. Department of Homeland Security
U.S. Department of Labor
U.S. Department of the Treasury
U.S. Federal Reserve Board
U.S. National Institute of Standards and Technology
U.S. Public Company Accounting Oversight Board
U.S. Secret Service
U.S. Securities and Exchange Commission
160 U.S. State Department
UK Financial Conduct Authority
UK National Cyber Security Centre

Multilateral Organizations

Bank for International Settlements

Basel Committee on Banking Supervision

Committee on Payments and Market Infrastructures
European Central Bank

European Commission

European External Action Service

Europol

Financial Stability Board

Financial Stability Institute

Inter-American Development Bank

International Association of Insurance Supervisors
International Monetary Fund

International Organization of Securities Commissions
O ce of the UN Secretary-General’s Special Advocate for Inclusive Finance



Organization of American States

UN Institute for Disarmament Research
UN O ce for Disarmament A airs
World Bank

Financial Services Industry

AIG
American Express
Arab Bank

Asia Securities Industry & Financial Markets Association

Association for Financial Markets in Europe
Bank of America

Bank Policy Institute

Barclays

BNP Paribas

Business Round Table

Capital One

Citigroup

CME Group

Commerzbank

Commonwealth Bank of Australia

Cyber Defence Alliance

Cyber Risk Institute

European Banking Federation

Financial Integrity Network

Financial Services Sector Coordinating Council
Financial Systemic Analysis and Resilience Center
FS-ISAC

Geneva Association

Global Financial Markets Association
Goldman Sachs

HSBC

Institute of International Finance

Intesa Sanpaolo

JPMorgan Chase

Julius Baer

Mastercard

Mitsubishi UFJ Financial Group
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Morgan Stanley

MUFG Union Bank

Options Clearing Corporation
PayPal
PricewaterhouseCoopers
Prudential

Santander Bank

Securities Industry & Financial Markets Association
Standard Chartered

State Street

SWIFT

SWIFT Institute

UBS Group

Union Bank of India

US Bank

Visa

World Federation of Exchanges
Zurich Insurance Group

Other Industry Stakeholders

Accenture

Amazon Web Services
BAE Systems
Cambridge Quantum Computing
CrowdStrike
CyberVista

Facebook

iQ4

Manifold Technology
Microsoft

Neocova

Serianu

Steptoe & Johnson
Twitter

WhatsApp



Other Organizations

Albright Stonebridge Group

Alliance for Financial Inclusion

Aspen Institute

AustCyber

Better Than Cash Alliance

Bill & Melinda Gates Foundation

Center for Strategic and International Studies
Cherto Group

Consultative Group to Assist the Poor

Cyber Threat Alliance

CyberPeace Institute

Cybersecurity Talent Initiative

Forum of Incident Response and Security Teams
Global Cyber Alliance

Global Forum on Cyber Expertise
International Committee of the Red Cross
Munich Security Conference

Suricate Solutions

Third Way

Academia

Centre for Intellectual Property and Information Technology Law

Columbia University

George Mason University
Georgetown University
Harvard University

Korea University School of Law

Seoul National University of Science and Technology

Temple University
U.S. Military Academy
University of Oxford
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APPENDIX H:
COMPENDIUM OF ACTORS

African Forum on Cybercrime: The African Forum on Cybercrime, convened
by the African Union and first hosted in 2018, is an organization e ort for
African countries to facilitate international cooperation to fight against cyber
crime and strengthen law enforcement authorities in Africa through capacity-
building. The African Forum receives support from the Council of Europe, the
European Union, INTERPOL, the UN O ce on Drugs and Crime (UNODC),
and others.*87

Alliance for Financial Inclusion (AFI): Founded by the Bill & Melinda Gates
Foundation in 2008, the AFI is an advocacy and policy organization for
financial inclusion, whose members are central banks and financial regula-
tory institutions.“®® The AFI organizes the annual Global Policy Forums. In
2017, the AFI held a policy forum for cybersecurity and financial inclusion in
Malaysia, in partnership with Bank Negara Malaysia.*®® In November 2019,
the AFI published “Cybersecurity for Financial Inclusion: Framework and Risk
Guide,” which provides key principles and best practices to assist regulatory
and supervisory authorities dealing with cybersecurity risk in the financial
sector.4%0

Asia Securities Industry and Financial Markets Association (ASIFMA):
ASIFMA is a financial industry trade association that represents financial
institutions in Asia, particularly with the Monetary Authority of Singapore
(MAS) and the Hong Kong Monetary Authority (HKMA). 4%

Association for Financial Markets in Europe (AFEME): AFME is a financial
industry trade association that represents financial institutions in Europe.
AFME advocates for cybersecurity regulatory harmonization across the
European Union. 492

Assaociation for South East Asian Nations (ASEAN) Regional Forum (ARF):
The ARF is a forum consisting of ten countries from southeast Asia that is ded-
icated to regional stability and economic cooperation. The ARF has focused
on cybersecurity capacity-building and confidence-building measures at a
regional level, especially after the UN Group of Governmental Experts (UN
GGE) failed to reach consensus in 2017. Countering transnational cyber crime
was a core focus of the twentieth ARF in 2019.4%3




(Australia) AustCyber: Australia’s federal government established a non-
profit organization, AustCyber, to cultivate an Australian cybersecurity
ecosystem,*%# including building a pipeline for cybersecurity talent.

(Australia) Australian Cyber Security Centre (ACSC): The ACSC is the
Australian government’s lead body on national cybersecurity issues, housed
under the Australian Signals Directorate.*°®

(Australia) Australian Prudential Regulatory Authority (APRA): APRA is
an independent authority that supervises financial institutions and promotes
financial system stability in Australia. In July 2019, APRA implemented a new
information security guidance for financial institutions, “Prudential Practice
Guide CPG 234 Information Security.™9®

(Australia) Australian _Transaction Reports and Analysis Centre
(AUSTRAC): AUSTRAC is Australia’s financial intelligence unit and has been
involved in international cyber crime investigations with like-minded allies.*%”

(Australia) Council of Financial Regulators (CFR): The CFR is the coordi-
nating body for Australia’s main financial regulatory agencies. In 2020, the
CFR noted that “cyber risk is consistently ranked among the top risks to the
Australian financial system.™8

(Australia) Fintel Alliance: The Fintel Alliance is a public-private partnership
comprised of twenty-two public and private sector organizations, led by the
Australian Transaction Reports and Analysis Centre (AUSTRAC), Australia’s
national financial intelligence unit (FIU).%*® The public-private partnership
focuses primarily on domestic crime and works with ReportCyber to counter
financial cyber crime.

(Australia) Reserve Bank of Australia (RBA): As Australia’s central bank,
the RBA is tasked with maintaining financial stability. In its 2018 “Financial
Stability Review,” the RBA recognized that “cyber security will be a core chal-
lenge for the financial system for years to come.”>°°

Bank for International Settlements (BIS): The BIS, the international organiza-
tion of central banks, helps its members manage cyber risk and build resilience
through key regulator stocktakes,%°! convenings,®°? consultations, and guid-
ance.®% Most recently, the BIS established the Cyber Resilience Coordination
Centre (CRCC) as part of its Innovation BIS 2025 strategy to facilitate collabo-
ration on cyber resilience within the central bank community.5%4

Better Than Cash Alliance (BTCA): The BTCA is a global partnership
administered by the UN Capital Development Fund (UNCDF) that supports
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governments, companies, and international organizations involved in the
transition from cash to digital payments.>°® The BTCA has created a series
of toolkits for businesses, governments, and development partners and
another series related to ecosystem diagnostics, payment measurements,
and accelerators.5%¢

Bill & Melinda Gates Foundation: Since 2010, the Gates Foundation has
given over $350 million in grants to support its Financial Services for the Poor
strategy, which promotes the development of digital payment systems, the
advancement of gender equality, and the creation of national and regional
financial inclusion strategies.>°” The foundation invests in national financial
inclusion initiatives in Africa, South Asia, and Southeast Asia.5®

(Canada) Bank of Canada: As Canada’s central bank, the Bank of Canada is
tasked with ensuring financial stability. The bank’s “2019-2021 Cyber Security
Strategy” assumes that cyber breaches are inevitable and outlines strategic
actions to “enhance the cyber resilience of the Canadian financial system.”°°
The Bank of Canada contributed to a 2016 report from the Committee
on Payments and Market Infrastructures (CPMI) and the International
Organization of Securities Commissions (IOSCO). “Guidance on Cyber
Resilience for Financial Market Infrastructures.” The bank also participates in
the G7 Finance Track Cyber Expert Group (CEG).5°

Charter of Trust: At the 2018 Munich Security Conference, a group of CEOs
of major multinational companies, led by Siemens, launched the Charter of
Trust. This charter aims to develop standards to ensure greater digital secu-
rity and integrity in both the public and private sectors. The Charter of Trust
has three primary goals: to protect the data of individuals and businesses; to
prevent harm to people, businesses, and infrastructure; and to establish areli-
able basis to ensure confidence in digital assets."

(China) Cyberspace Administration of China (CAC): The CAC is the central
agency for cybersecurity oversight and data governance in China. However,
cybersecurity governance in China s rapidly evolving and there is some ambi-
guity about who, between China’s financial regulators and the CAC, holds ulti-
mate authority over cybersecurity supervision of financial institutions.5'2

(China) ChinaBankingand Insurance Regulatory Commission (CBIRC): CBIRC
was established in 2018 when the China Banking Regulatory Commission and
the China Insurance Regulatory Commission merged. CBIRC’s Statistics, IT
and Risk Surveillance Department is responsible for “information security,
as well as information technology risk supervision of banking and insurance
institutions.”" CBIRC also oversees the “Guidelines on the Risk Management




of Commercial Banks’ Information Technology,” published in 2009 under the
CBRC.54

(China) People’s Bank of China (PBOC): PBOC is China’s central bank. It
works closely with the Cyberspace Administration of China (CAC) and finan-
cial authorities to develop cybersecurity requirements for financial institu-
tions. In February 2020, PBOC issued the “Personal Financial Information
Protection Technical Specification,” a comprehensive guidance on handling
financial data.®®

Committee on Payments and Market Infrastructures (CPMI) and
International Organization of Securities Commissions (I0SCQO): The CPMI
and IOSCO work closely together on cybersecurity issues but are two separate
organizations. The CPMI, housed within the Bank for International Settlements
(BIS), is a global standard setter for payment, clearing, and settlement in the
financial system, and a forum for central bank cooperation on such functions.
IOSCO is an international body for financial authorities that regulate securi-
ties and futures markets markets and is recognized as the global standard set-
ter for the securities sector.5'® In June 2016, CPMI-10SCO released their joint
“Guidance on Cyber Resilience for Financial Market Infrastructures,” which is
regarded as the first internationally agreed upon guidance on cybersecurity
for the financial industry.5

Consultative Group to Assist the Poor (CGAP): CGAP, an independent think
tank focused on financial inclusion, housed at and administered by the World
Bank, has developed a concept for regional cyber security resource centers to
help low-income countries to address cybersecurity risks in digital financial
services.®® In November 2019, CGAP published “Cyber Security in Financial
Sector Development: Challenges and Potential Solutions for Financial
Inclusion.”

CyberPeace Institute (CPI): The CPl was launched by Microsoft, Mastercard,
the William & Flora Hewlett Foundation, and others in 2019 to reduce the
“frequency, impact and scale” of cyber attacks on civilians and critical infra-
structure. It focuses on attribution, advancement of international norms, and
capacity-building. The CPl is based in Geneva, Switzerland.

Cyber Risk Institute (CRI): The CRI is a newly created private sector organi-
zation that maintains the Financial Services Sector Cybersecurity Profile. The
CRlisa liated with the Bank Policy Institute.

Cybersecurity Tech Accord: In April 2018, a group of companies led by
Microsoft announced the Cybersecurity Tech Accord, a public commitment
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by multinational tech companies to protect and empower civilians online and
improve the stability of cyberspace. Forty-four companies—including Cisco,
Facebook, HP, Microsoft, Nokia, Oracle, and Trend Micro—have agreed to
defend all customers, regardless of country, against malicious cyber attacks
by state and nonstate actors.5'°

Cyber Threat Alliance (CTA): The CTA is a nonprofit organization that serves
as a platform for information sharing among companies and organizations.
CTA members are primarily cybersecurity service providers; the CTA is a
partner with FS-ISAC.

Digital Financial Services (DFS) Observatory: The DFS Observatory, based
at Columbia University, is currently developing a cybersecurity framework for
digital financial services. It holds a curated library of DFS-related laws, regula-
tions and policies.>2°

Digital Geneva Convention: After many years of engaging in international
cybersecurity policy discussions, in 2017 Microsoft President Brad Smith
stepped up Microsoft’s engagement by publicly calling for a Digital Geneva
Convention. The multistakeholder initiative called for nation-states to refrain
from launching cyber attacks on industry, national critical infrastructure, and
intellectual property. Additionally, the proposal encouraged the tech sector
to adopt shared principles, such as consumer protection and political neu-
trality. Microsoft also proposed establishing a nongovernmental global cyber
attribution organization to independently investigate systemically important
cyber incidents.%*

(EU) Cyber Information and Intelligence Sharing Initiative (CIISI-EU): In
February 2020, the European Union Agency for Cybersecurity (ENISA), the
European Cybercrime Centre (EC3), and the Euro Cyber Resilience Board
within the ECB established the CIISI-EU, with the aim of “bringing cen-
tral banks, clearing houses, stock exchanges, and payment system provid-
ers together in order to share expertise with the purpose of protecting the
European financial system from cyberattacks.”?2

(EU) EU Law Enforcement Emergency Response Protocol: In March 2019,
in response to WannaCry and NotPetya, the Council of Europe adopted the
EU Law Enforcement Emergency Response Protocol, which clarified roles and
responsibilities, and communication procedures for EU law enforcement. In
the fall of 2019, the European Union Agency for Cybersecurity (ENISA) and
the European Cybercrime Centre (EC3) organized CyLEEx19, a cyber law
enforcement exercise, to test the EU Law Enforcement Emergency Response
Protocol. The exercise brought together cyber crime investigators and experts




from the public and private sectors and simulated ransomware attack on the
EU’s financial sector.>?

(EVU) European Banking Authority (EBA): In late 2019, the EBA published
its “Guidelines on ICT and Security Risk Management,” to go into full force
in June 2020.5%* Among other things, these guidelines call for firms to con-
duct “business impact analysis by analyzing their exposure to severe busi-
ness disruptions.”? In February 2019, the EBA also published its outsourcing
guidelines.>2

(EU) European Banking Federation (EBF): EBF is a financial industry trade

association that represents financial institutions in Europe. EBF represents
the interests of financial institutions when negotiating cybersecurity regu-
lation with European authorities like the European Banking Authority (EBA),
the European Union Agency for Cybersecurity (ENISA), the European Central
Bank, and the European Commission. 5

(EU) European Central Bank (ECB): As the eurozone’s central bank, the
ECB is focused on maintaining the cyber resilience of its members’ finan-
cial system. In 2020, the ECB established the Euro Cyber Resilience Board
(ECRB) for pan-European Financial Infrastructures, a forum for senior o -
cials to advance cyber resilience policy. In 2019, the ECB published the Cyber
Resilience Oversight Expectations (CROE), which provides guidance to FMIs
and supervisors about cyber resilience expectations. Additionally, they pub-
lished the TIBER-EU, a penetration testing framework. The ECB also hosts
UNITAS, a cybersecurity exercise that tests the resilience of crisis communi-
cations between supervisors and firms.

(EU) European Commission (EC): The EC, which functions as the execu-
tive branch of the European Union, has helped coordinate European super-
visory authorities to focus on cyber risk in the financial system. Recently,
in December 2019, the EC launched a consultation, “Digital Operational
Resilience Framework for Financial Services: Making the EU Financial Sector
More Secure.”>?8

(EU) European Union Agency for Cybersecurity (ENISA): ENISA was estab-
lished in 2004 with the aim of strengthening cybersecurity expertise, pol-
icy, and capacity across the European Union. ENISA works closely with the
European Cybercrime Centre (EC3) and was one of the founding members of
the European Financial Institutes—Information Sharing and Analysis Centre
(European FI-ISAC).52°
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